KEN PAXTON

ATTORNEY GENERAL OF TEXAS

August 30, 2022

Ms. Nelly R. Herrera

Vice Chancellor and General Counsel
The Texas State University System
601 Colorado Street

Austin, Texas 78701-2904

OR2022-26382
Dear Ms. Herrera:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request
was assigned ID# 966734 (Ref. No. 22048.13).

Texas State University (the “university”) received a request for training materials pertaining
to a specified university program, as well as certain information pertaining to the use of the
university program. You state the university will release some information to the requestor.
You claim the submitted information is excepted from disclosure under sections 552.101
and 552.108 of the Government Code. We have considered the exceptions you claim and
reviewed the submitted representative sample of information. !

Section 552.108(b)(1) of the Government Code excepts from disclosure the internal records
and notations of law enforcement agencies and prosecutors when their release would
interfere with law enforcement and crime prevention. Gov’t Code § 552.108(b)(1); see also
Open Records Decision No. 531 at 2 (1989). Section 552.108(b)(1) is intended to protect
“information which, if released, would permit private citizens to anticipate weaknesses in
a police department, avoid detection, jeopardize officer safety, and generally undermine
police efforts to effectuate the laws of this State.” See City of Ft. Worth v. Cornyn, 86
S.W.3d 320 (Tex. App.—Austin 2002, no pet.). To demonstrate the applicability of this
exception, a governmental body must meet its burden of explaining how and why release
of the requested information would interfere with law enforcement and crime prevention.
Open Records Decision No. 562 at 10 (1990). This office has concluded section

! We assume the “representative sample” of records submitted to this office is truly representative of the
requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the
extent those records contain substantially different types of information than that submitted to this office.
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552.108(b)(1) excepts from public disclosure information relating to the security or
operation of a law enforcement agency. See, e.g., Open Records Decision Nos. 531 (release
of detailed use of force guidelines would unduly interfere with law enforcement), 252
(1980) (section 552.108 is designed to protect investigative techniques and procedures used
in law enforcement), 143 (1976) (disclosure of specific operations or specialized equipment
directly related to investigation or detection of crime may be excepted). Section
552.108(b)(1) is not applicable, however, to generally known policies and procedures. See,
e.g., ORDs 531 at 2-3 (Penal Code provisions, common law rules, and constitutional
limitations on use of force not protected), 252 at 3 (governmental body failed to indicate
why investigative procedures and techniques requested were any different from those
commonly known).

You explain the information at issue consists of Advanced Law Enforcement Rapid
Response Training materials created by the university in partnership with the San Marcos
Police Department and the Hays County Sheriff’s Office, which are used by various law
enforcement agencies to “train[] first responders across Texas and the nation in operations
and tactics to respond to active attack situations, including active shooter incidents in
schools.” You assert release of the information at issue would “compromise law
enforcement purposes by enabling terrorists and criminals to anticipate weakness in law
enforcement procedures and alter their methods of operation to avoid detection and
apprehension[, . . .] hamper the ability of law enforcement to respond to ongoing
incidents[,] and increase the threat to persons and property during these events.” Based on
your representations and our review, we agree release of some of the information at issue,
which we have marked, would interfere with law enforcement. Accordingly, the university
may withhold the information we have marked under section 552.108(b)(1) of the
Government Code.> However, we find you have failed to demonstrate release of the
remaining information at issue would interfere with law enforcement. Therefore, the
university may not withhold any portion of the remaining information under section
552.108(b)(1).

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code §552.101. This section encompasses information made confidential by other
statutes, such as sections 418.176, 418.177, and 418.181 of the Government Code, which
were added to chapter 418 of the Government Code as part of the Texas Homeland Security
Act (the “HSA”). Section 418.176 provides, in relevant part:

(a) Information is confidential if the information is collected, assembled, or
maintained by or for a governmental entity for the purpose of preventing,
detecting, responding to, or investigating an act of terrorism or related
criminal activity and

2 As our ruling is dispositive, we need not address your remaining arguments against disclosure of this
information.
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(1) relates to staffing requirements of an emergency response
provider, including law enforcement agency, a fire-fighting agency,
or an emergency services agency; [or]

(2) relates to a tactical plan of the providerf.]
Id. § 418.176(a)(1), (2). Section 418.177 provides that information is confidential if it:

(1) is collected, assembled, or maintained by or for a governmental entity
for the purpose of preventing, detecting, or investigating an act of terrorism
or related criminal activity; and

(2) relates to an assessment by or for a governmental entity, or an assessment
that is maintained by a governmental entity, of the risk or vulnerability of
persons or property, including critical infrastructure, to an act of terrorism
or related criminal activity.

Id. § 418.177. Section 418.181 provides “[t]hose documents or portions of documents in
the possession of a governmental entity are confidential if they identify the technical details
of particular vulnerabilities of critical infrastructure to an act of terrorism.” Id. § 418.181;
see also id. § 421.001(2) (defining “critical infrastructure” to include “all public or private
assets, systems, and functions vital to the security, governance, public health and safety,
economy, or morale of the state or the nation”). The fact that information may relate to a
governmental body’s security concerns does not make the information per se confidential
under the HSA. See Open Records Decision No. 649 at 3 (1996) (language of
confidentiality provision controls scope of its protection). Furthermore, the mere recitation
by a governmental body of a statute’s key terms is not sufficient to demonstrate the
applicability of a claimed provision. As with any confidentiality provision, a governmental
body asserting one of the confidentiality provisions of the HSA must adequately explain
how the responsive information falls within the scope of the claimed provision. See Gov’t
Code § 552.301(e)(1)(A) (governmental body must explain how claimed exception to
disclosure applies).

You claim the remaining information is confidential under sections 418.176, 418.177, and
418.181 of the Government Code. Upon review, we find you have failed to demonstrate
any of the remaining information at issue was collected, assembled, or maintained by or for
the university for the purpose of preventing, detecting, or investigating an act of terrorism
or related criminal activity and relates to staffing requirements or a tactical plan of an
emergency response provider; relates to an assessment of the risk or vulnerability of persons
or property to an act of terrorism or related criminal activity; or identifies the technical
details of particular vulnerabilities of critical infrastructure to an act of terrorism.
Therefore, the university may not withhold any portion of the remaining information under
section 552.101 of the Government Code in conjunction with section 418.176, section
418.177, or section 418.181 of the Government Code.

Section 552.101 of the Government Code also encompasses information made confidential
by judicial decisions and the common-law physical safety exception. The Texas Supreme
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Court recognized, for the first time, a common-law physical safety exception to required
disclosure. Tex. Dep’t of Pub. Safety v. Cox Tex. Newspapers, L.P. & Hearst Newspapers,
L.L.C.,343 SW.3d 112, 118 (Tex. 2011). Pursuant to this common-law physical safety
exception, “information may be withheld [from public release] if disclosure would create a
substantial threat of physical harm.” Id. In applying this standard, the court noted
“deference must be afforded” law enforcement experts regarding the probability of harm,
but further cautioned, “vague assertions of risk will not carry the day.” Id. at 119. You
generally assert release of the remaining information could lead to certain individuals being
harmed. However, upon review, we find you have failed to demonstrate release of any of
the remaining information would create a substantial threat of physical harm to an
individual. Therefore, the university may not withhold any portion of the remaining
information under section 552.101 of the Government Code in conjunction with the
common-law physical safety exception.

We note some of the remaining information appears to be protected by copyright. A
custodian of public records must comply with the copyright law and is not required to
furnish copies of records that are copyrighted. Open Records Decision No. 180 at 3 (1977).
A governmental body must allow inspection of copyrighted materials unless an exception
applies to the information. Id.; see Open Records Decision No. 109 (1975). If a member
of the public wishes to make copies of copyrighted materials, the person must do so
unassisted by the governmental body. In making copies, the member of the public assumes
the duty of compliance with the copyright law and the risk of a copyright infringement suit.

In summary, the university may withhold the information we have marked under section
552.108(b)(1) of the Government Code. The university must release the remaining
information; however, any information subject to copyright may only be released in
accordance with copyright law.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at https://www.texasattorneygeneral.gov/open-
government/members-public/what-expect-after-ruling-issued or call the OAG’s Open
Government Hotline, toll free, at (877) 673-6839. Questions concerning the allowable
charges for providing public information under the Public Information Act may be directed
to the Cost Rules Administrator of the OAG, toll free, at (888) 672-6787.

Sincerely,

Blake Brennan
Assistant Attorney General
Open Records Division

BBX/eb
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