ATTORNEY GENERAL OF TEXAS

November 18, 2020

Mr. Kieran Hillis

Public Information Coordinator
Office of the Governor

P.O. Box 12428

Austin, Texas 78711

OR2020-28954
Dear Mr. Hillis:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request
was assigned ID# 853986 (Ref. No. 529-20).

The Office of the Governor (the “governor’s office”) received a request for information
submitted by the National Cutting Horse Association (“NCHA”) and the National Reined
Cow Horse Association (“NRCHA”) pertaining to specified program applications during a
specified time period. You claim some of the submitted information is excepted from
disclosure under section 552.139 of the Government Code. You also state release of the
submitted information may implicate the proprietary interests of Highland Market
Research, LLC (“Highland”); NCHA; and NRCHA. Accordingly, you state, and provide
documentation showing, you notified Highland, NCHA, and NRCHA of the request for
information and of their right to submit arguments to this office as to why the submitted
information should not be released. See Gov’t Code § 552.305(d); see also Open Records
Decision No. 542 (1990) (statutory predecessor to section 552.305 permits governmental
body to rely on interested third party to raise and explain applicability of exception in the
Act in certain circumstances). We have received comments from Highland, NCHA, and
NRCHA. We have considered the submitted arguments and reviewed the submitted
information.

Section 552.139 of the Government Code provides, in relevant part:
(@) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted

information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.
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(b) The following information is confidential:
(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored
information containing sensitive or critical information is vulnerable
to alteration, damage, erasure, or inappropriate use; [and]

(4) information directly arising from a governmental body’s routine
efforts to prevent, detect, investigate, or mitigate a computer security
incident, including information contained in or derived from an
information security log.

Gov’t Code 8 552.139(a), (b)(1)-(2), (4). Section 2059.055 of the Government Code
provides, in pertinent part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
governmental entity;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a
network to criminal activity.

Id. § 2059.055(b). You state the information you have marked relates to computer network
security. You further state the information at issue “consists of file paths that reveal details
related to server names,” which pertain to the governor’s office’s network security system.
Based on these representations, we find the information you have marked relates to
computer network security, and the design, operation, or defense of a computer network.
Accordingly, the governor’s office must withhold the information you have marked under
section 552.139 of the Government Code.
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Section 552.110(c) of the Government Code excepts from disclosure “commercial or
financial information for which it is demonstrated based on specific factual evidence that
disclosure would cause substantial competitive harm to the person from whom the
information was obtained[.]” 1d. §552.110(c). Highland, NCHA, and NRCHA argue
some of their information consists of commercial or financial information subject to section
552.110(c). Upon review, we find Highland, NCHA, and NRCHA have demonstrated the
information at issue constitutes commercial or financial information, the release of which
would cause substantial competitive harm. Accordingly, the governor’s office must
withhold the information we have indicated under section 552.110(c) of the Government
Code.!

Section 552.101 of the Government Code excepts “information considered to be
confidential by law, either constitutional, statutory, or by judicial decision.”? Id. § 552.101.
Section 552.101 encompasses section 560.003 of the Government Code, which provides,
“[a] biometric identifier in the possession of a governmental body is exempt from disclosure
under [the Act].” 1d. 8 560.003; see id. § 560.001(1) (“biometric identifier” means retina
or iris scan, fingerprint, voiceprint, or record of hand or face geometry). There is no
indication the requestor has a right of access to the fingerprints at issue under section
560.002. See id. 8 560.002(1)(A) (governmental body may not sell, lease, or otherwise
disclose individual’s biometric identifier to another person unless the individual consents
to disclosure). Accordingly, the governor’s office must withhold the fingerprints we have
marked under section 552.101 of the Government Code in conjunction with section 560.003
of the Government Code.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release. See id. § 552.130. Accordingly, the governor’s office must
withhold the motor vehicle record information we have marked under section 552.130 of
the Government Code.

Section 552.136(b) of the Government Code provides, “[n]otwithstanding any other
provision of [the Act], a credit card, debit card, charge card, or access device humber that
is collected, assembled, or maintained by or for a governmental body is confidential.” Id.
§ 552.136(b); see id. 8 552.136(a) (defining “access device”). Upon review, we find the
governor’s office must withhold the bank account and routing numbers in the remaining
information under section 552.136 of the Government Code.

In summary, the governor’s office must withhold the information you have marked under
section 552.139 of the Government Code. The governor’s office must withhold the
information we have indicated under section 552.110(c) of the Government Code. The

L As our ruling is dispositive, we need not address the remaining arguments against disclosure of this
information.

2 The Office of the Attorney General will raise mandatory exceptions on behalf of a governmental body, but
ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987).
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governor’s office must withhold the fingerprints we have marked under section 552.101 of
the Government Code in conjunction with section 560.003 of the Government Code. The
governor’s office must withhold the motor vehicle record information we have marked
under section 552.130 of the Government Code. The governor’s office must withhold the
bank account and routing numbers in the remaining information under section 552.136 of
the Government Code. The governor’s office must release the remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at https://www.texasattorneygeneral.gov/open-
government/members-public/what-expect-after-ruling-issued or call the OAG’s Open
Government Hotline, toll free, at (877) 673-6839. Questions concerning the allowable
charges for providing public information under the Public Information Act may be directed
to the Cost Rules Administrator of the OAG, toll free, at (888) 672-6787.

Sincerely,

Meredith L. Coffman
Assistant Attorney General
Open Records Division
MLC/rm

Ref:  ID# 853986

Enc. Submitted documents

c: Requestor
(w/o enclosures)

3 Third Parties
(w/o enclosures)
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