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September 18, 2020 
 
 
 
Mr. Zachary Brown 
Assistant City Attorney  
City of Austin 
P.O. Box 1088 
Austin, Texas 78767-8828 
 

OR2020-23666 
 
Dear Mr. Brown: 
 
You ask whether certain information is subject to required public disclosure under the 
Public Information Act (the “Act”), chapter 552 of the Government Code.  Your request 
was assigned ID# 845074 (Ref. Nos. C073449 and R040436). 
 
The City of Austin and the Austin Police Department (collectively, the “city”) received two 
requests for information from the same requestor pertaining to a specified incident and 
specified website during a specified time period.  You claim the submitted information is 
excepted from disclosure under sections 552.101, 552.107, and 552.139 of the Government 
Code.1  We have considered the exceptions you claim and reviewed the submitted 
representative sample of information.2 
 
Initially, we note some of the submitted information is not responsive to the first request 
because it was created after the date of the first request.  This ruling does not address the 
public availability of the non-responsive information, which we have marked, and the city 
need not release it in response to the first request. 
 
                                                 
1 We note the city did not comply with section 552.301 of the Government Code in requesting this decision 
with respect to the first request for information.  See Gov’t Code § 552.301(b), (e).  Nonetheless, because 
sections 552.101, 552.107, and 552.139 of the Government Code can provide compelling reasons to overcome 
the presumption of openness, we will consider their applicability to the submitted information.  See id. 
§§ 552.007, .302, .352. 
 
2 We assume that the “representative sample” of records submitted to this office is truly representative of the 
requested records as a whole.  See Open Records Decision Nos. 499 (1988), 497 (1988).  This open records 
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the 
extent that those records contain substantially different types of information than that submitted to this office. 
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You assert some of the submitted information carries a caveat stating the United States 
Department of Homeland Security (“DHS”) has determined the information at issue 
contains “FOR OFFICIAL USE ONLY” (“FOUO”) information subject to release 
restrictions as detailed in section 482 of title 6 of the United States Code.  Section 482(e) 
provides: 
 

(e) Federal control of information 
 

Under procedures prescribed under this section, information obtained by 
State or local government from a Federal agency under this section shall 
remain under the control of the Federal agency, and a State or local law 
authorizing or requiring such a government to disclose information shall not 
apply to such information. 

 
6 U.S.C. § 482(e).  Accordingly, the Act does not control the release of the information you 
have marked.  See English v. Gen. Elec. Co., 496 U.S. 72 at 79 (1990) (state law is 
preempted to extent it actually conflicts with federal law).  Section 482(a)(1) states, in 
pertinent part, “[t]he President [of the United States (the “President”)] shall prescribe and 
implement procedures under which relevant Federal agencies-- (A) share relevant and 
appropriate homeland security information with . . . appropriate State and local personnel.”  
6 U.S.C.  § 482(a)(1)(A).  In section 1(a) of Executive Order No. 13311, the functions of 
the President under section 482(a)(1) were assigned to the Secretary of Homeland Security.  
Exec. Order No. 13, 311, § 1, 3 C.F.R. 245 (2004), reprinted in 6 U.S.C.A. § 482 (West 
2015).  In January of 2005, DHS issued Management Directive Number 11042.1, 
establishing DHS policies and procedures regarding the safeguarding of FOUO 
information.  This directive, in relevant part, instructs a state agency in possession of FOUO 
information from another governmental agency, to handle the information in accordance 
with the guidance provided by the other governmental agency.  Department of Homeland 
Security Management Directive System, MD Number 11042.1 at 8 (Jan. 6, 2005).  The 
aforementioned caveat contains guidance provided by DHS, stating the information at issue 
“is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance 
with DHS policy for FOUO information and is not to be released to the public, media, or 
other personnel who do not have an authorized ‘need-to-know’ without appropriate prior 
approval of an authorized DHS official.”  Based on the scheme described above, we find 
the decision to release or withhold the information you have marked is not for this office or 
the city to make but rather is a decision for an authorized DHS official.  Therefore, the city 
may not release the information you have marked at this time under the Act but must refer 
the information to DHS to make a determination concerning disclosure of the information 
at issue. 
 
Section 552.107(1) of the Government Code protects information coming within the 
attorney-client privilege.  When asserting the attorney-client privilege, a governmental 
body has the burden of providing the necessary facts to demonstrate the elements of the 
privilege in order to withhold the information at issue.  See Open Records Decision No. 
676 at 6-7 (2002).  First, a governmental body must demonstrate the information constitutes 
or documents a communication.  Id. at 7.  Second, the communication must have been made 
“to facilitate the rendition of professional legal services” to the client governmental body.  
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TEX. R. EVID. 503(b)(1).  The privilege does not apply when an attorney or representative 
is involved in some capacity other than that of providing or facilitating professional legal 
services to the client governmental body.  In re Tex. Farmers Ins. Exch., 990 S.W.2d 337, 
340 (Tex. App.—Texarkana 1999, orig. proceeding) (attorney-client privilege does not 
apply if attorney acting in capacity other than that of attorney).  Governmental attorneys 
often act in capacities other than that of professional legal counsel, such as administrators, 
investigators, or managers.  Thus, the mere fact that a communication involves an attorney 
for the government does not demonstrate this element.  Third, the privilege applies only to 
communications between or among clients, client representatives, lawyers, and lawyer 
representatives.  TEX. R. EVID. 503(b)(1).  Thus, a governmental body must inform this 
office of the identities and capacities of the individuals to whom each communication at 
issue has been made.  Lastly, the attorney-client privilege applies only to a confidential 
communication, id. 503(b)(1), meaning it was “not intended to be disclosed to third persons 
other than those: (A) to whom disclosure is made to further the rendition of professional 
legal services to the client; or (B) reasonably necessary to transmit the communication.”  
Id. 503(a)(5).  Whether a communication meets this definition depends on the intent of the 
parties involved at the time the information was communicated.  See Osborne v. 
Johnson, 954 S.W.2d 180, 184 (Tex. App.—Waco 1997, orig. proceeding).  Moreover, 
because the client may elect to waive the privilege at any time, a governmental body must 
explain the confidentiality of a communication has been maintained.  Section 552.107(1) 
generally excepts an entire communication that is demonstrated to be protected by the 
attorney-client privilege unless otherwise waived by the governmental body.  See Huie v. 
DeShazo, 922 S.W.2d 920, 923 (Tex. 1996) (privilege extends to entire communication, 
including facts contained therein). 
 
You state the information you have marked consists of communications between city 
attorneys and employees that were made for the purpose of providing legal services to the 
city.  You state the communications were intended to be confidential and have remained 
confidential.  Based on your representations and our review, we find the information you 
have marked consists of privileged attorney-client communications.  Therefore, the city 
may withhold the information you have marked under section 552.107(1) of the 
Government Code.3 
 
Section 552.139 of the Government Code provides: 
 

(a) Information is excepted from [required public disclosure] if it is 
information that relates to computer network security, to restricted 
information under Section 2059.055 [of the Government Code], or to the 
design, operation, or defense of a computer network. 
 
(b) The following information is confidential: 

 
. . .  

 

                                                 
3 As our ruling is dispositive, we need not address your remaining argument against disclosure of this 
information. 
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(2) any other assessment of the extent to which data processing 
operations, a computer, a computer program, network, system, or 
system interface, or software of a governmental body or of a 
contractor of a governmental body is vulnerable to unauthorized 
access or harm, including an assessment of the extent to which the 
governmental body’s or contractor’s electronically stored 
information containing sensitive or critical information is vulnerable 
to alteration, damage, erasure, or inappropriate use; [and] 
 
. . . 
 
(4) information directly arising from a governmental body’s routine 
efforts to prevent, detect, investigate, or mitigate a computer security 
incident, including information contained in or derived from an 
information security log. 

 
 
Gov’t Code§ 552.139(a)-(b)(2), (4).  Section 2059.055 of the Government Code provides 
in pertinent part: 
 

(b) Network security information is confidential under this section if the 
information is: 

 
(1) related to passwords, personal identification numbers, access 
codes, encryption, or other components of the security system of a 
governmental entity; 

 
(2) collected, assembled, or maintained by or for a governmental 
entity to prevent, detect, or investigate criminal activity; or 

 
(3) related to an assessment, made by or for a governmental entity or 
maintained by a governmental entity, of the vulnerability of a 
network to criminal activity. 

 
Id. § 2059.055(b).  You claim some of the remaining information is subject to sections 
552.139(b)(2) and 552.139(b)(4).  You state the information at issue consists of 
“communications related to a suspected security breach involving some of the [c]ity’s 
electronic data and computer networks” that were “made in order to assess the vulnerability 
of [c]ity systems, mitigate and respond to the breach, and to prevent and mitigate any future 
risks to the [c]ity’s data and computer networks.”  Upon review of your representations and 
the information at issue, we find the information we have marked is subject to section 
552.139(b) of the Government Code and must be withheld on that basis.  However, we find 
you have failed to demonstrate the remaining information consists of a computer network 
vulnerability report or assessment or directly arises from the city’s efforts to prevent, detect, 
investigate, or mitigate a computer security incident as contemplated by section 552.139(b).  
Accordingly, none of the remaining information may be withheld under section 552.139(b). 
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In summary, the city may not release the information you have marked at this time under 
the Act but must refer the information to DHS to make a determination concerning 
disclosure of the information at issue.  The city may withhold the information you have 
marked under section 552.107(1) of the Government Code.  The city must withhold the 
information we have marked under section 552.139(b) of the Government Code.  The city 
must release the remaining information. 
 
This letter ruling is limited to the particular information at issue in this request and limited 
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous 
determination regarding any other information or any other circumstances. 
 
This ruling triggers important deadlines regarding the rights and responsibilities of the 
governmental body and of the requestor.  For more information concerning those rights and 
responsibilities, please visit our website at https://www.texasattorneygeneral.gov/open-
government/members-public/what-expect-after-ruling-issued or call the OAG’s Open 
Government Hotline, toll free, at (877) 673-6839.  Questions concerning the allowable 
charges for providing public information under the Public Information Act may be directed 
to the Cost Rules Administrator of the OAG, toll free, at (888) 672-6787. 
 
Sincerely, 
 
Meredith L. Coffman 
Assistant Attorney General 
Open Records Division 
 
MLC/be 
 
Ref: ID# 845074 
 
Enc. Submitted documents 
 
c: Requestor 
 (w/o enclosures) 
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