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March 11, 2020

Ms. P Armstrong

Assistant City Attorney

City of Dallas

1400 South Lamar, 6FL. 6W
Dallas, Texas 75215

OR2020-07719

Dear Ms. Armstroﬁg:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request
was assigned ID# 816065 (ORR# D036583-121319/C011323-120519).

The Dallas Police Department (the “department”) received a request for all suspicious
activity reported through iWatch during a specified period of time. You claim the submitted
information is excepted from disclosure under sections 552.101, 552.108, 552.130,
552.137, and 552.139 of the Government Code.! We have considered the exceptions you
claim and reviewed the submitted representative sample of information.?

Initially, we note, and you acknowledge, the department did not comply with section
552.301 of the Government Code in seeking an open records decision from this office. See
Gov’t Code §552.301. Pursuant to section 552.302 of the Government Code, a
governmental body’s failure to comply with the procedural requirements of section 552.301
results in the legal presumption that the requested information is public and must be

! We note the department also claims the informer’s privilege under Texas Rule of Evidence 508. The Texas
Supreme Court has held the Texas Rules of Evidence are “other law” within the meaning of section 552.022
of the Government Code. See In re City of Georgetown, 53 S.W.3d 328 (Tex. 2001, ); see also Gov’t Code
§ 552.022(a). In this instance, section 552.022 is not applicable to the information the department seeks to
withhold under the informer’s privilege and, therefore, we do not address the department’s argument
under rule 508. )

2 We assume the “representative sample” of records submitted to this office is truly representative of the
requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the
extent those records contain substantially different types of information than that submitted to this office.
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released unless there is a compelling reason to withhold the information from disclosure.
See id. § 552.302; Simmons v. Kuzmich, 166 S.W.3d 342, 350 (Tex. App.—Fort Worth
2005, no pet.); Hancockv. State Bd. of Ins., 797 S.W.2d 379, 381 (Tex. App.—Austin 1990,
no writ). Because section 552.101 of the Government Code in conjunction with common-
law privacy and the physical safety exception and sections 552.130, 552.137, and 552.139
of the Government Code can provide compelling reasons to overcome the presumption of
openness, we will address the applicability of these exceptions against release of the
submitted information. However,, we find you have failed to establish a compelling reason
to address your remaining arguments.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This section encompasses the common-law physical safety exception.
For many years, this office determined section 552.101, in conjunction with the
common- law right to privacy, protected information from disclosure when “special
circumstances” exist in which the disclosure of information would place an individual in
imminent danger of physical harm. See, e.g., Open Records Decision Nos. 169 (1977)
(special circumstances required to protect information must be more than mere desire for
privacy or generalized fear of harassment or retribution), 123 (1976) (information protected
by common-law right of privacy if disclosure presents tangible physical danger). However,
the Texas Supreme Court has held freedom from physical harm does not fall under the
common-law right to privacy. Tex. Dep’t of Pub. Safety v. Cox Tex. Newspapers, LP. &
Hearst Newspapers, LLC, 343 S.W.3d 112 (Tex. 2011) (holding “freedom from physical
harm is an independent interest protected under law, untethered to the right of privacy™).
Instead, in Cox, the court recognized, for the first time, a separate common-law physical
safety exception to required disclosure that exists independent of the common-law right to
privacy. Id. at 118. Pursuant to this common-law physical safety exception, “information
may be withheld [from public release] if disclosure would create a substantial threat of
physical harm.” Id. In applying this new standard, the court noted “deference must be
afforded” law enforcement experts regarding the probability of harm, but further cautioned
that “vague assertions of risk will not carry the day.” Id at 119. You claim the submitted
information is subject to the common-law physical safety exception. Upon review, we find
you have failed to demonstrate disclosure of the submitted information would create a
substantial threat of physical harm to an individual. Therefore, the department may not
withhold the submitted information under section 552.101 of the Government Code in
conjunction with the common-law physical safety exception.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person, and (2) not of
legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540 S.W.2d
668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy, both
prongs of this test must be satisfied. Id. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. The Third Court of Appeals has concluded public citizens’ dates
of birth are protected by common-law privacy pursuant to section 552.101. See Paxton v.
City of Dallas, No. 03-13-00546-CV, 2015 WL 3394061, at *3 (Tex. App.—Austin May
22,2015, pet. denied) (mem. op.). This office has also held common-law privacy protects
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the identifying information of juvenile victims of abuse or neglect. See Open Records
Decision No. 394 (1983); ¢f- Fam. Code § 261.201. Upon review, we find some of the
submitted information satisfies the standard articulated by the Texas Supreme Court in
Industrial Foundation. Thus, the department must withhold all public citizens’ dates of
birth and the information we marked under section 552.101 of the Government Code in
conjunction with common-law privacy. However, we find you failed to demonstrate the
remaining information is highly intimate or embarrassing and not of legitimate public
concern. Therefore, none of the remaining information may be withheld under section
552.101 of the Government Code in conjunction with common-law privacy.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release. Gov’t Code § 552.130. Accordingly, with the exception of
the information we marked for release, the department must withhold the motor vehicle
record information it marked and the additional motor vehicle information we have marked
under section 552.130 of the Government Code.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (c). See id § 552.137(a)-(c). The
e-mail addresses at issue is not excluded by subsection (¢). Therefore, the department must
withhold the personal e-mail addresses it marked under section 552.137 of the Government
Code, unless the owners affirmatively consent to their public disclosure.

Section 552.139 of the Government Code provides, in relevant part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code}, or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored
information containing sensitive or critical information is vulnerable
to alteration, damage, erasure, or inappropriate use; [and]
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(4) information directly arising from a governmental body’s routine
efforts to prevent, detect, investigate, or mitigate a computer security
incident, including information contained in or derived from an
information security log.

Id § 552.139(a), (b)(1)~(2), (4). Section 2059.055 of the Government Code provides, in
pertinent part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
governmental entity;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a
network to criminal activity.

1d. § 2059.055(b). Upon review, we find you have not demonstrated any of the remaining
information relates to the department’s computer network security, or to the design,
operation, or defense of the department’s computer network as contemplated in section
552.139(a). Further, you have not demonstrated the information at issue consists of a
computer network vulnerability report or assessment as contemplated by section
552.139(b). Accordingly, the department may not withhold any of the remaining
information under section 552.139 of the Government Code.

In summary the department must withhold all public citizens’ dates of birth and the
information we marked under section 552.101 of the Government Code in conjunction with
common-law privacy. With the exception of the information we marked for release, the
department must withhold the motor vehicle record information it marked and the
additional motor vehicle information we have marked under section 552.130 of the
Government Code. The department must withhold the personal e-mail addressed it marked
under section 552.137 of the Government Code, unless the owners affirmatively consent to
their public disclosure. The remaining information must be released.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at hitps:/www texasattorneygeneral.gov/open-
government/members-public/what-expect-alter-ruling-issued or call the OAG’s Open
Government Hotline, toll free, at (877) 673-6839. Questions concerning the allowable
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charges for providing public information under the Public Information Act may be directed
to the Cost Rules Administrator of the OAG, toll free, at (888) 672-6787.

Sincerely,

Pearlie Gault

Attorney

Open Records Division
PG/eb

Ref: ID# 816065

Enc. Submitted documents

c Requestor
(w/o enclosures)



