KEN PAXTON

ATTORNEY GENERAL OF TEXAS

January 31, 2020

Mr. Robert M. Sumners
Director of Government Filings
Office of the Secretary of State
P.O. Box 13375

Austin, Texas 78711-3375

OR2020-02950

Dear Mr. Sumners:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request
was assigned ID# 807374.

The Office of the Secretary of State (the “secretary of state’s office”) received a request for
the final dispositions issued to notaries where allegations of wrongdoing were
substantiated.! You state the secretary of state’s office released some of the requested
information. You also state you redacted information pursuant to Open Records Decision
No. 684 (2009).2 You claim the submitted information is excepted from disclosure under
sections 552.101 and 552.136 of the Government Code. We have considered the exceptions
you claim and reviewed the submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This section encompasses information protected by chapter 411 of the
Government Code, which makes confidential criminal history record information (“CHRI™)

I We note the secretary’s office sought and received clarification of the information requested. See Gov’t
Code § 552.222 (providing if request for information is unclear, governmental body may ask requestor to
clarify request); see also City of Dallas v. Abbott, 304 S.W.3d 380, 387 (Tex. 2010) (holding when
governmental entity, acting in good faith, requests clarification of unclear or overbroad request for public
information, ten-business-day period to request attorney general opinion is measured from date request is
clarified or narrowed).

2 Open Records Decision No. 684 is a previous determination to all governmental bodies authorizing them to
withhold certain information, including e-mail addresses of members of the public subject to section 552.137
of the Government Code, without the necessity of requesting an attorney general decision.
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generated by the National Crime Information Center or by the Texas Crime Information
Center. See id. § 411.083(a). Title 28, part 20 of the Code of Federal Regulations governs
the release of CHRI that states obtain from the federal government or other states. Open
Records Decision No. 565 (1990). The federal regulations allow each state to follow its
individual laws with respect to the CHRI it generates. See id. Section 411.083 of the
Government Code deems confidential CHRI that the Department of Public Safety (“DPS”)
maintains, except that DPS may disseminate this information as provided in chapter 411,
subchapter F, or subchapter E-1 of the Government Code. See Gov’t Code § 411.083(a).
Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice agency to obtain CHRI;
however, a criminal justice agency may not release CHRI except to another criminal justice
agency for a criminal justice purpose. Id. § 411.089(b)(1). Other entities specified in
chapter 411 of the Government Code are entitled to obtain CHRI from DPS or another
criminal justice agency; however, those entities may not release CHRI except as provided
by chapter 411. See generally id. §§ 411.090-.127. Thus, any CHRI obtained from DPS
or any other criminal justice agency must be withheld under section 552.101 in conjunction
with chapter 411, subchapter F, of the Government Code. Upon review, we are unable to
determine if the information we have marked consists of CHRI for purpose of chapter 411.
Therefore, to the extent the information we have marked consists of CHRI, this information
is confidential under section 411.083 of the Government Code and must be withheld under
section 552.101 of the Government Code on that basis. However, if the information we
have marked does not consist of CHRI subject to section 411.083, then this information
may not be withheld under section 552.101 on that basis.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person, and (2) not of
legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540 S.W.2d
668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy, both
prongs of this test must be satisfied. Id at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. A compilation of an individual’s criminal history is highly
embarrassing information, the publication of which would be highly objectionable to a
reasonable person. Cf US. Dep’t of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 764 (1989) (when considering prong regarding individual’s privacy
interest, court recognized distinction between public records found in courthouse files and
local police stations and compiled summary of information and noted that individual has
significant privacy interest in compilation of one’s criminal history). Furthermore, we find
a compilation of a private citizen’s criminal history is generally not of legitimate concern
to the public. Upon review, we find you have failed to demonstrate any portion of the
submitted information is highly intimate or embarrassing and not of legitimate public
concern. Thus, none of the submitted information may be withheld under section 552.101
in conjunction with common-law privacy.

Section 552.139 of the Government Code provides, in relevant part:>

3 The Office of the Attorney General will raise a mandatory exception on behalf of a governmental body, but
ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987).
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(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

Gov’t Code § 552.139(a). Section 2059.055 of the Government Code provides, in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
governmental entity;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a
network to criminal activity.

Id. § 2059.055(b). You state some of the remaining information, which you marked, reveals
the username and password information for access to the secretary of state’s website. We
understand release of this information could allow unauthorized access to the secretary of
state’s office’s computer network and potential access to confidential and sensitive records.
Based on these arguments and our review of the information, we find the information at
issue relates to computer network security. Accordingly, the secretary of state’s office must
withhold the usernames and passwords you marked under section 552.139 of the
Government Code.*

The secretary of state’s office states it will redact some information subject to section
552.137 of the Government Code. Section 552.137 excepts from disclosure “an e-mail
address of a member of the public that is provided for the purpose of communicating
electronically with a governmental body, “unless the member of the public consents to its
release or the e-mail address is of a type specifically excluded by subsection (c). Id
§ 552.137(a)-(c). Section 552.137 does not apply to an institutional e-mail address, the
general e-mail address of a business, an e-mail address of a person who has a contractual
relationship with a governmental body, an e-mail address of a vendor who seeks to contract
with a governmental body, an e-mail address maintained by a governmental entity for one
of its officials or employees, or an e-mail address provided to a governmental body on a
letterhead. See id. § 552.137(c). With the exception of the e-mail addresses we marked for
release, the secretary of state’s office must withhold the personal e-mail addresses you

* As our ruling is dispositive, we need not address your remaining argument against disclosure of this
information.
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marked under section 552.137 of the Government Code, unless the owners affirmatively
consent to their public disclosure. However, we find the information we marked for release
consists of e-mail addresses that are specifically excluded by section 552.137(c). See id.
Thus, the secretary of state’s office may not withhold the information we marked for release
under section 552.137 of the Government Code.

In summary, to the extent the information we have marked consists of CHRI, secretary of
states’s office must withhold this information under section 552.101 of the Government
Code in conjunction with section 411.083 of the Government Code. The secretary of state’s
office must withhold the usernames and passwords you marked under section 552.139 of
the Government Code. With the exception of the e-mail addresses we marked for release,
the secretary of state’s office must withhold the personal e-mail addresses you marked
under section 552.137 of the Government Code, unless the owners affirmatively consent to
their public disclosure. The secretary of state’s office must release the remaining
information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at hitps://www.texasattorneygeneral.cov/open-
government/members-public/what-expect-after-ruling-issued or call the OAG’s Open
Government Hotline, toll free, at (877) 673-6839. Questions concerning the allowable
charges for providing public information under the Public Information Act may be directed
e Cost Rules Administrator of the OAG, toll free, at (888) 672-6787.

Jahnna Ward
Assistant Attorney General
Open Records Division
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