KEN PAXTON

ATTORNEY GENERAL OF TEXAS

October 29, 2019

Ms. Nneka Kanu

Assistant City Attorney
City of Houston

P.O. Box 368

Houston, Texas 77001-0368

OR2019-30542
Dear Ms. Kanu:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request
was assigned ID# 793780 (ORR# 26099).

The City of Houston (the “city”) received a request for communications with CLEAR
during a specified time period that contain specified key terms.! The city claims some of
the submitted information is excepted from disclosure under sections 552.101 and 552.139
of the Government Code.? Further, the city states release of some of the submitted
information may implicate the proprietary interests of CLEAR. Accordingly, the city
states, and provides documentation showing, it notified CLEAR of the request for

! The city states it sought and received clarification of the information requested. See Gov’t Code § 552.222
(providing if request for information is unclear, governmental body may ask requestor to clarify request); see
also City of Dallas v. Abbott, 304 S.W.3d 380, 387 (Tex. 2010) (holding that when a governmental entity,
acting in good faith, requests clarification or narrowing of an unclear or overbroad request for information,
the ten-day period to request an attorney general ruling is measured from the date the request is clarified or
narrowed). Further, the city informs us it sent the requestor an estimate of charges pursuant to section
552.2615 of the Government Code. See Gov’t Code § 552.2615. The estimate of charges required the
requestor to provide a deposit for payment of anticipated costs under section 552.263 of the Government
Code. Seeid. § 552.263(a). The city informs us it received the required deposit on August 7, 2019. See id.
§ 552.263(e) (if governmental body requires deposit or bond for anticipated costs pursuant to section 552.263,
request for information is considered to have been received on date governmental body receives bond or
deposit).

2 The city acknowledges it did not comply with section 552.301 of the Government Code in requesting a
ruling from this office. See Gov’t Code § 552.301(b), (e). Nonetheless, because the exceptions the city
claims, as well as third-party interests, can provide compelling reasons to overcome the presumption of
openness, we will consider their applicability to the submitted information. See id. §§ 552.007, .302, .352.
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information and of the right to submit arguments to this office as to why the submitted
information should not be released. See Gov’t Code § 552.305(d); see also Open Records
Decision No. 542 (1990) (statutory predecessor to section 552.305 permits governmental
body to rely on interested third party to raise and explain applicability of exception in the
Act in certain circumstances). We have considered the submitted arguments and reviewed
the submitted representative sample of information.

Initially, we note the Act applies only to “public information.” See Gov’t Code § 552.021.
Section 552.002(a) defines “public information” as:

[IInformation that is written, produced, collected, assembled, or maintained
under a law or ordinance or in connection with the transaction of official
business:

(1) by a governmental body;

(2) for a governmental body and the governmental body:
(A) owns the information;
(B) has a right of access to the information; or

(C) spends or contributes public money for the purpose of
writing, producing, collecting, assembling, or maintaining
the information; or

(3) by an individual officer or employee of a governmental body in
the officer’s or employee’s official capacity and the information
pertains to official business of the governmental body.

Id. § 552.002(a). In Open Records Decision No. 581 (1990), this office determined certain
computer information, such as source codes, documentation information, and other
computer programming, that has no significance other than its use as a tool for the
maintenance, manipulation, or protection of public property is not the kind of information
made public under section 552.021 of the Government Code. We understand the usernames
and passwords in Exhibit 3, when combined, serve as the required log-on protocol to access
the city’s computer systems. We understand the usernames and passwords are used solely
to access the computer systems at issue, and have no other significance other than their use
as tools for the maintenance, manipulation, or protection of public information.
Accordingly, upon review, we find the usernames and passwords contained in Exhibit 3 do
not constitute public information under section 552.002 of the Government Code.
Therefore, we conclude this information is not subject to the Act and the city is not required

3 We assume the “representative sample” of records submitted to this office is truly representative of the
requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the
extent those records contain substantially different types of information than that submitted to this office.
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to release it to the requestor. As we are able to make this determination, we need not address
the city’s argument under section 552.139 of the Government Code against disclosure of
the information at issue.

Next, we note an interested third party is allowed ten business days after the date of its
receipt of the governmental body’s notice under section 552.305(d) to submit its reasons,
if any, as to why information relating to that party should be withheld from public
disclosure. See id. § 552.305(d)(2)(B). As of the date of this letter, we have not received
comments from CLEAR explaining why the information submitted as Exhibit 4 should not
be released. Therefore, we have no basis to conclude CLEAR has a protected proprietary
interest in the information at issue. See id. § 552.110; Open Records Decision Nos. 661 at
5-6 (1999) (to prevent disclosure of commercial or financial information, party must show
by specific factual evidence, not conclusory or generalized allegations, that release of
requested information would cause that party substantial competitive harm), 552 at 5 (1990)
(party must establish prima facie case that information is trade secret), 542 at 3.
Accordingly, the city may not withhold the information at issue on the basis of any
proprietary interest CLEAR may have in the information.

Section 552.101 of the Government Code excepts from public disclosure “information
considered to be confidential by law, either constitutional, statutory, or by judicial
decision.” Gov’t Code § 552.101. This exception encompasses information that is made
confidential by other statutes. The city raises section 552.101 in conjunction with sections
418.177 and 418.181 of the Texas Homeland Security Act (the “HSA™), chapter 418 of the
Government Code. Sections 418.176 through 418.182 were added to chapter 418 as part
of the HSA. These provisions make certain information related to terrorism confidential.
Section 418.177 of the HSA provides,

Information is confidential if the information:

(1) is collected, assembled, or maintained by or for a governmental
entity for the purpose of preventing, detecting, or investigating an
act of terrorism or related criminal activity; and

(2) relates to an assessment by or for a governmental entity, or an
assessment that is maintained by a governmental entity, of the risk
or vulnerability of persons or property, including critical
infrastructure, to an act of terrorism or related criminal activity.

Id. § 418.177. Section 418.181 provides,

Those documents or portions of documents in the possession of a
governmental entity are confidential if they identify the technical details of
particular vulnerabilities of critical infrastructure to an act of terrorism.

Id. § 418.181. The mere recitation by a governmental body of a statute’s key terms is not
sufficient to demonstrate the applicability of a claimed provision. As with any exception
to disclosure, a governmental body asserting one of the confidentiality provisions of the
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HSA must adequately explain how the responsive records fall within the scope of the
claimed provision. See Gov’t Code § 552.301(e)(1)(A) (governmental body must explain
how claimed exception to disclosure applies).

The city argues the information submitted as Exhibit 2 is confidential under sections
418.177 and 418.181 of the Government Code. The city argues the information discusses
a safety and security audit that is mandated by the Transportation Security Administration
(the “TSA”) to verify that each CLEAR employee has possession of a specified security
badge and to verify that each such employee is in compliance with training requirements.
The city states the audit at issue is required by the TSA to assess risks and inadequacies
associated with potential acts of terrorism or related criminal activity, and is used for
recommendations to create a strategic plan for dealing with such activity. The city also
asserts the information at issue contains technical details of a city building, the release of
which could provide a potential terrorist with details regarding locations that are vulnerable
to attack. The city asserts, and we agree, the city buildings at issue are critical infrastructure
for the purposes of section 418.181 of the Government Code. See id. § 421.001 (defining
“critical infrastructure” to include all public or private assets, systems, and functions vital
to security, governance, public health and safety, economy, or morale of state or nation).
Upon review, we find some of the information at issue, which we have marked, is
confidential under sections 418.177 and 418.181 of the Government Code. Accordingly,
the city must withhold the information we marked in Exhibit 2 under section 552.101 of
the Government Code in conjunction with sections 418.177 and 418.181 of the Government
Code. However, the city has not demonstrated any portion of the remaining information
was collected, assembled, or maintained by or for the city for the purpose of preventing,
detecting, or investigating an act of terrorism or related criminal activity and relates to an
assessment of the risk or vulnerability of persons or property to an act of terrorism or related
criminal activity. Further, the city has not demonstrated the remaining information
identifies the technical details of particular vulnerabilities of critical infrastructure to an act
of terrorism. Consequently, the city may not withhold any of the remaining information at
issue under section 552.101 of the Government Code in conjunction with section 418.177
or section 418.181 of the Government Code.

Some of the remaining information may be subject to section 552.117 of the Government
Code* Section 552.117(a)(1) excepts from disclosure the home address and telephone
number, emergency contact information, social security number, and family member
information of a current or former employee or official of a governmental body who
requests this information be kept confidential under section 552.024 of the Government
Code. See Gov’t Code § 552.117(a)(1). We note section 552.117 is also applicable to
personal cellular telephone numbers, provided the cellular telephone service is not paid for
by a governmental body. See Open Records Decision No. 506 at 5-6 (1988)
(section 552.117 not applicable to cellular telephone numbers paid for by governmental
body and intended for official use). Whether a particular item of information is protected

4 The Office of the Attorney General will raise a mandatory exception on behalf of a governmental body, but
ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987).
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by section 552.117(a)(1) must be determined at the time of the governmental body’s receipt
of the request for the information. See Open Records Decision No. 530 at 5 (1989). Thus,
information may be withheld under section 552.117(a)(1) only on behalf of a current or
former employee or official who made a request for confidentiality under section 552.024
prior to the date of the governmental body’s receipt of the request for the information.
Information may not be withheld under section 552.117(a)(1) on behalf of a current or
former employee or official who did not timely request under section 552.024 the
information be kept confidential. Therefore, to the extent the individuals whose
information is at issue timely requested confidentiality under section 552.024 of the
Government Code and a governmental body does not pay for the cellular telephone service,
the city must withhold the cellular telephone numbers we marked under section
552.117(a)(1) of the Government Code. Conversely, to the extent the individual at issue
did not timely request confidentiality under section 552.024 or a governmental body pays
for the cellular telephone service, the city may not withhold the marked information under
section 552.117(a)(1).

In summary, the usernames and passwords contained in Exhibit 3 do not constitute public
information under section 552.002 of the Government Code and the city is not required to
release them to the requestor. The city must withhold the information we marked in
Exhibit 2 under section 552.101 of the Government Code in conjunction with sections
418.177 and 418.181 of the Government Code. To the extent the individuals whose
information is at issue timely requested confidentiality under section 552.024 of the
Government Code and a governmental body does not pay for the cellular telephone service,
the city must withhold the cellular telephone numbers we marked under section
552.117(a)(1) of the Government Code. The city must release the remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at https://www.texasattorneygeneral.gov/open-
government/members-public/what-expect-after-ruling-issued or call the OAG’s Open
Government Hotline, toll free, at (877) 673-6839. Questions concerning the allowable °
charges for providing public information under the Public Information Act may be directed
to the Cost Rules Administrator of the OAG, toll free, at (888) 672-6787.

Sincerely,

Claire V. Morris Sloan
Assistant Attorney General
Open Records Division

CVMS/gw
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Ref: ID# 793780
Enc. Submitted documents

c: Requestor
(w/o enclosures)

Third Party
(w/o enclosures)



