
June 4, 2018 

Mr. Rahat Huq 
Assistant City Attorney 
City of Houston 
P.O. Box 368 
Houston, Texas 77001-0368 

Dear Mr. Huq: 

KEN PAXTON 
ATTORNEY GENERAL OF TEXAS 

OR2018-13058 

You ask whether certain information is subject to required public disclosure under the 
Public Information Act (the "Act"), chapter 552 of the Government Code. Your request was 
assigned ID# 709729 (GC No. 25095). 

The City of Houston (the "city") received a request for information pertaining to the social 
media accounts of a named city official. You claim parts of the submitted information are 
not subject to disclosure under the Act, and in the alternative, argue the submitted 
information is excepted from disclosure under section 552.139 of the Government Code. 
We have considered your arguments and reviewed the submitted information. 

Initially, we note the requestor seeks only the names or handles of social media accounts 
blocked by the named official's social media accounts, the e-mail address used to set up the 
named official's Twitter and Facebook accounts, and any direct messages sent or received 
by the named official's social media account during a specified time period. Thus, the 
portions of the submitted documents that do not consist of these types of information are not 
responsive to the present request. This ruling does not address the public availability of any 
information that is not responsive to the request, and the city is not required to release that 
information in response to the request. 

Next, you argue the submitted responsive information is not subject to the Act. The Act 
applies to "public information," which is defined in section 552.002(a) of the Government 
Code as 
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information that is written, produced, collected, assembled, or maintained 
under a law or ordinance or in connection with the transaction of official 
business: 

(1) by a governmental body; or 

(2) for a governmental body and the governmental body: 

(A) owns the information; 

(B) has a right of access to the information; or 

(C) spends or contributes public money for the purpose of 
writing, producing, collecting, assembling, or maintaining the 
information; or 

(3) by an individual officer or employee of a governmental body in 
the officer's or employee's official capacity and the information 
pertains to official business of the governmental body. 

Gov't Code§ 552.002(a). Thus, virtually all of the information in a governmental body's 
physical possession constitutes public information and is subject to the Act. See id.; Open 
Records Decision Nos. 549 at 4 (1990), 514 at 1-2 (1988). The Act can also encompass 
information that a governmental body does not physically possess. Information that is 
written, produced, collected, assembled, or maintained by a third party, including an 
individual officer or employee of a governmental body in the officer or employee's official 
capacity, may be subject to disclosure under the Act if a governmental body owns, has a right 
of access, or spends or contributes public money for the purpose of writing, producing, 
collecting, assembling, or maintaining the information. Gov't Code § 552.002( a); see Open 
Records Decision No. 462 at 4 (1987); cf Open Records Decision No. 499 (1988). 
Information is "in connection with the transaction of official business" if it is "created by, 
transmitted to, received by, or maintained by an officer or employee of the governmental 
body in the officer's or employee's official capacity, or a person or entity performing official 
business or a government function on behalf of a governmental body, and pertains to official 
business of the governmental body." Gov't Code§ 552.002(a-l). Moreover, section 552.001 
of the Act provides it is the policy of this state that each person is entitled, unless otherwise 
expressly provided by law, at all times to complete information about the affairs of 
government and the official acts of public officials and employees. See id. § 552.00l(a). 

You contend the requested information is not subject to the Act. The submitted responsive 
information consists of a list of the names or handles of social media accounts blocked by 
the named official's social media accounts, the e-mail address used to set up the named 
official's Twitter and Facebook accounts, and any direct messages sent or received by the 
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named official's Twitter account during a specified time period. In Open Records Decision 
No. 581 (1990), this office determined that certain computer information such as source 
codes, documentation information, and other computer programming that has no significance 
other than its use as a tool for the maintenance, manipulation, or protection of public property 
is not the kind of information that is made public under section 552.021 of the Act. Open 
Records Decision No. 581 (1990) ( construing predecessor statute). However, upon review, 
we find the submitted responsive information has significance other than its use as a tool for 
the maintenance, QJ,anipulation, or protection of public property. Further, we note the 
submitted information reflects that comments made on the named official's Twitter and 
Facebook pages are moderated by a city employee. Additionally, we note the city's "Policy 
on Use of Social Media" provides that "[city] departments may use social media tools such 
as Facebook, Twitter, and Y ouTube to reach a broader audience. While the City's website 
(www.houstontx.gov) is the City's primary Internet presence, the City recognizes that, when 
used appropriately, social media may be useful in furthering the goals of the City and the 
missions of its departments." 1 Moreover, we note the direct messages concern official city 
business. Accordingly, we conclude the submitted responsive information is subject to the 
Act and the city must release it unless the city demonstrates the information falls within an 
exception to public disclosure under the Act. See id. §§ 552.006, .021, .301, .302. 
Therefore, we will consider the city's claimed exception to disclosure of the submitted 
responsive information. 

Next, you argue the submitted responsive information must be withheld because it is 
considered private under the social media platforms' terms of service. Information is not 
confidential under the Act simply because a governmental body and a third party agree that 
it will be kept confidential. See Indus. Found. v. Tex. Indus. Accident Bd., 540 S.W.2d 668, 
677 (Tex. 1-976). In other words, a governmental body cannot overrule or repeal provisions 
of the Act through an agreement or contract. See Attorney General Opinion JM-672 (1987); 
Open Records Decision Nos. 541 at 3 (1990) ("[T]he obligations of a governmental body 
under [the Act] cannot be compromised simply by its decision to enter into a contract."), 203 
at 1 (1978) (mere expectation of confidentiality by person supplying information does not 
satisfy requirements of statutory predecessor to section 552.110). Consequently, unless the 
submitted responsive information falls within an exception to disclosure, it must be released, 
notwithstanding any expectation or agreement to the contrary. 

Section 552.139 of the Government Code provides, in relevant part: 

(a) Information is excepted from [required public disclosure] if it is 
information that relates to computer network security, to restricted 
information under Section 2059.055 [of the Government Code], or to the 
design, operation, or defense of a computer network. 

'See www.houstontx.gov/execorders/ I- I 8.pdf 
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(b) The following information is confidential: 

(1) a computer network vulnerability report; 

(2) any other assessment of the extent to which data processing 
operations, a computer, a computer program, network, system, or 
system interface, or software of a governmental body or of a 
contractor of a governmental body is vulnerable to unauthorized 
access or harm, including an assessment of the extent to which the 
governmental body's or contractor's electronically stored information 
containing sensitive or critical information is vulnerable to alteration, 
damage, erasure, or inappropriate use[.] 

Gov't Code§ 552.139(a), (b)(l)-(2). Section 2059.055 of the Government Code provides, 
in pertinent part: 

(b) Network security information is confidential under this section if the 
information is: 

(1) related to passwords, personal identification numbers, access 
codes, encryption, or other components of the security system of a 
governmental entity; 

(2) collected, assembled, or maintained by or for a governmental 
entity to prevent, detect, or investigate criminal activity; or 

(3) related to an assessment, made by or for a governmental entity or 
maintained by a governmental entity, of the vulnerability of a network 
to criminal activity. 

Id. § 2059.055(b). You assert the information at issue relates to computer network security 
and components of the city's security for its Facebook and Twitter pages. You argue release 
of the information at issue would increase the risk of the city's Twitter and Facebook pages 
getting hacked. Based on your representations and our review, we agree the city must 
withhold the information we marked under section 552.139 of the Government Code. 
However, we find you failed to demonstrate the applicability of section 552.139 to the 
remaining information. Accordingly, the city may not withhold any portion of the remaining 
information under section 552.139. 
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We note some of the remaining information may be subject to section 552.1-17 of the 
Government Code.2 Section 552.117(a)(l) of the Government Code excepts from disclosure 
the home address and telephone number, emergency contact information, social security 
number, and family member information of a current or former employee or official of a 
governmental body who requests this information be kept confidential under section 5 52.024 
of the Government Code. See Gov't Code§ 552.ll 7(a)(l). Whether a particular item of 
information is protected by section 552.ll 7(a)(l) must be determined at the time of the 
governmental body's receipt of the request for the information. See Open Records Decision 
No. 530 at 5 (1989). Thus, information may be withheld under section 552.117(a)(l) only 
on behalf of a current or former employee or official who made a request for confidentiality 
under section 552.024 prior to the date of the governmental body's receipt of the request for 
the information. Information may not be withheld under section 552.117(a)(l) on behalf of 
a current or former employee or official who did not timely request under section 552.024 
the information be kept confidential. Therefore, to the extent the official at issue timely 
requested confidentiality under section 552.024 of the Government Code, the city must 
withhold the information we marked under section 552.117(a)(l) of the Government Code. 
Conversely, to the extent the official at issue did not timely request confidentiality under 
section 552.024, the city may not withhold the information under section 552.117(a)(l). 

Section 552.137 of the Government Code excepts from disclosure "an e-mail address of a 
member of the public that is provided for the purpose of communicating electronically with 
a governmental body" unless the member of the public consents to its release or the e-mail 
address is of a type specifically excluded by subsection (c). Id. § 552.137(a)-(c). The e-mail 
addresses at issue are not a type specifically excluded by section 552.137(c) of the 
Government Code. Accordingly, the city must withhold the e-mail addresses we marked 
under section 552.137 of the Government Code, unless the owners of the e-mail addresses 
affirmatively consent to their disclosure. 

In summary, the city must withhold the information we marked under section 552.139 of the 
Government Code. To the extent the official at issue timely requested confidentiality under 
section 552.024 of the Government Code, the city must withhold the information we marked 
under section 552.117(a)(l) of the Government Code. The city must withhold the e-mail 
addresses we marked under section 552.137 of the Government Code, unless the owners of 
the e-mail addresses affirmatively consent to their disclosure. The city must release the 
remaining responsive information. 

This letter ruling is limited to the particular information at issue in this request and limited 
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous 
determination regarding any other information or any other circumstances. 

2The Office of the Attorney General will raise mandatory exceptions on behalf ofa governmental body, 
but ordinarily will not raise other exceptions. See Open Records Decision No. 481 (1987), 480 (1987), 470 
(1987). 
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This ruling triggers important deadlines regarding the rights and responsibilities of the 
governmental body and of the requestor. For more information concerning those rights 
and responsibilities, please visit our website at http://www.texasattomeygeneral.gov/open/ 
orl ruling info.shtml, or call the Office of the Attorney General's Open Government 
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for 
providing public information under the Act may be directed to the Office of the Attorney 
General, toll free, at (888) 672-6787. 

7J;Jf;;Jp /, rn~lfb 
Patrick P. Mehaffy · // 
Assistant Attorney General 
Open Records Division 

PPM/gw 

Ref: ID# 709729 

Enc. Submitted documents 

c: Requestor 
(w/o enclosures) 


