KEN PAXTON

ATTORNEY GENERAL OF TEXAS

February 27,2018

Ms. Ann-Marie Sheely
Assistant County Attorney
Travis County

P.O. Box 1748

Austin, Texas 78767

OR2018-04602

Dear Ms. Sheely:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 697166.

The Travis County District Clerk’s Office (the “district clerk’s office”) received a request
for employment records of a named former employee. You state you will release some
information. You also state you will withhold some information under
sections 552.130, 552.137, and 552.147 of the Government Code and Open Records
DecisionNo. 684 (2009)." You claim the submitted information is excepted from disclosure
under sections 552.101, 552.102, 552.114, 552.117, 552.122, 552.136, and 552.139 of the

'Section 552.130(c) of the Government Code allows a governmental body to redact the information
described in subsections 552.130(a) without the necessity of seeking a decision from the attorney general. See
Gov’t Code § 552.130(c). If a governmental body redacts such information, it must.notify the requestor in
accordance with section 552.130(e). See id. § 552.130(d), (e). Section 552.147(b) of the Government Code
authorizes a governmental body to redact a living person’s social security number without the necessity of
requesting a decision from this office. See id § 552.147(b). Open Records Decision No. 684 serves as a
previous determination to all governmental bodies authorizing them to withhold certain categories of
information, including personal e-mail addresses under section 552.137 of the Government Code, without the
necessity of requesting an attorney general decision. See ORD 684.
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Government Code. We have considered the exceptions you claim and reviewed the
submitted representative sample of information.

Section 552.101 excepts from disclosure “information considered to be confidential by law,
either constitutional, statutory, or by judicial decision.” Gov’t Code § 552.101.
Section 552.101 encompasses information made confidential by other statutes, such as
section 611.002 of the Health and Safety Code. Section 611.002 pertains to mental health
records and provides, in pertinent part,

(a) Communications between a patient and a professional, and records of the
identity, diagnosis, evaluation, or treatment of a patient that are created or
maintained by a professional, are confidential. '

(b) Confidential communications or records may not be disclosed except as
provided by Section 611.004 or 611.0045.

Health & Safety Code § 611.002(a)-(b); see id. § 611.001 (defining “patient” and
“professional”). Section 611.001 defines a “professional” as (1) a person authorized to
practice medicine, (2) a person licensed or certified by the state to diagnose, evaluate or treat
mental or emotional conditions or disorders, or (3) a person the patient reasonably believes
is authorized, licensed, or certified. Id. § 611.001(2). Upon review, we find the information
we marked consists of mental health records for purposes of chapter 611 of the Health and
Safety Code. Accordingly, the district clerk’s office must withhold the information we
marked under section 552.101 of the Government Code in conjunction with section 611.002
of the Health and Safety Code.’

Section 552.101 of the Government Code also encompasses section 159.002 of the
Occupations Code, which provides, in part:

(b) A record of the identity, diagnosis, evaluation, or treatment of a patient
by a physician that is created or maintained by a physician is confidential and
privileged and may not be disclosed except as provided by this chapter.

(c) A person who receives information from a confidential communication
or record as described by this chapter, other than a person listed in

*We assume that the “representative sample” of records submitted to this office is truly representative
of the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open
records letter does not reach, and therefore does not authorize the withholding of, any other requested records
to the extent that those records contain substantially different types of information than that submitted to this
office.

*As our ruling for this information is dispositive, we need not address your remaining arguments
against disclosure of this information.
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Section 159.004 who is acting on the patient’s behalf, may not disclose the
information except to the extent that disclosure is consistent with the
authorized purposes for which the information was first obtained.

Occ. Code § 159.002(b), (¢). This office has concluded the protection afforded by
section 159.002 extends to records created by either a physician or someone under the
supervision of a physician and information obtained from those records. See Open Records
Decision Nos. 487 (1987), 370 (1983), 343 (1982). Upon review, we find none of the
remaining information constitutes medical records subject to section 159.002. Accordingly,
the district clerk’s office may not withhold any of the remaining information under
section 552.101 of the Government Code on that basis.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.” Gov’t Code § 552.102(a). We understand you to assert the privacy
analysis under section 552.102(a) is the same as the common-law privacy test under
section 552.101 of the Government Code. Section 552.101 of the Government Code also
encompasses common-law privacy, which protects information if it (1) contains highly
intimate or embarrassing facts, the publication of which would be highly objectionable to a
reasonable person, and (2) is not of legitimate concern to the public. Indus. Found. v. Tex.
Indus. Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976). In Hubert v. Harte-Hanks Texas
Newspapers, Inc., 652 S.W.2d 546, 549-51 (Tex. App.—Austin 1983, writref’d n.r.e.), the
court of appeals ruled the privacy test under section 552.102(a) is the same as the Industrial
Foundation privacy test. However, the Texas Supreme Court has expressly disagreed with
Hubert’s interpretation of section 552.102(a) and held the privacy standard under
section 552.102(a) differs from the Industrial Foundation test under section 552.101. See
Tex. Comptroller of Pub. Accounts v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010).
The supreme court also considered the applicability of section 552.102(a) and held it excepts
from disclosure the dates of birth of state employees in the payroll database of the Texas
Comptroller of Public Accounts. See id. at 348. Uponreview, the district clerk’s office must
withhold the date of birth of the public employee, which we indicated, under
section 552.102(a) of the Government Code.* However, we find no portion of the remaining
information is subject to section 552.102(a) of the Government Code, and the district clerk’s
office may not withhold any of the remaining information on that basis.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which is discussed above. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. Id. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Indusirial

*As our ruling for this information is dispositive, we need not address your remaining arguments
against disclosure of this information.
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Foundation. Id. at 683. This office has also found personal financial information not
relating to the financial transaction between an individual and a governmental body is
excepted from disclosure under common-law privacy. See Open Records Decision Nos. 600
(1992) (public employee’s withholding allowance certificate, designation of beneficiary of
employee’s retirement benefits, direct deposit authorization, and employee’s decisions
regarding voluntary benefits programs, among others, protected under common-law
privacy), 545 (1990) (deferred compensation information, participation in voluntary
investment program, election of optional insurance coverage, mortgage payments, assets,
bills, and credit history). However, information concerning financial transactions between
an employee and a public employer is generally of legitimate public interest. ORD 545. We
note the payroll deductions for federal withholding tax are protected by common-law privacy
and must be withheld under section 552.101, but the payroll deductions for social security,
mandatory retirement, and Medicare are not protected by common-law privacy and may not
be withheld under section 552.101. See, e.g., ORDs 600 at 9-12 (participation in
TexFlex), 545 at 3-5; see also Attorney General Opinion GA-0572 at 4 (2007) (public
employee’s net salary protected by common-law privacy, but gross salary is not).
Additionally, this office has concluded some kinds of medical information are generally
highly intimate or embarrassing. See Open Records Decision No. 455 (1987).

Upon review, we conclude some of the remaining information meets the standard articulated
by the Texas Supreme Court in Industrial Foundation. Accordingly, the district clerk’s
office must withhold the information we marked under section 552.101 of the Government
Code in conjunction with common-law privacy. However, we find no portion of the
remaining information is highly intimate or embarrassing and of no legitimate public
concern, and the district clerk’s office may not withhold any of the remaining information
under section 552.101 of the Government Code on the basis of common-law privacy.

Section 552.139 of the Government Code provides, in relevant part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1a compuier network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
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governmental body’s or contractor’s electronically stored information
containing sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate use[.]

Gov’t Code § 552.139(a), (b)(1)-(2). Section 2059.055 of the Government Code provides,
in pertinent part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of anetwork
to criminal activity.

Id. § 2059.055(b). You argue the information you marked is protected by section 552.139
of the Government Code. You state the information at issue consists of log in information
and internal links for an internal law enforcement system related to case records. You further
state this information “relates input, coding data, and operation of the internal case
management system” and “details how [the district clerk’s office] manages its database for
criminal records.” Additionally, you state release of the information at issue would
compromise the security of the system, and could make the system vulnerable to security
breaches. Based on your arguments and our review of the information, we find the
information at issue relates to computer network security, and the design, operation, or
defense of the district clerk’s office’s computer network. Accordingly, the district clerk’s

office must withhold the information it marked under section 552.139 of the Government
Code.?

Section 552.136 of the Government Code provides, “Notwithstanding any other provision
of [the Act], a credit card, debit card, charge card, or access device number that is collected,
assembled, or maintained by or for a governmental body is confidential.” Id. § 552.136(b);
see id. § 552.136(a) (defining “access device™). Accordingly, the district clerk’s office must
withhold the account numbers we marked under section 552.136 of the Government Code.

*As our ruling for this information is dispositive, we need not address your remaining argument against
its disclosure.
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Section 552.114(a) of the Government Code excepts from disclosure student records “at an
educational institution funded wholly or partly by state revenue.” Id. § 552.114(a). This
office has determined the same analysis applies under section 552.114 and the Family
Educational Rights and Privacy Act of 1974 (“FERPA”), section 1232g of title 20 of the
United States Code. FERPA governs the availability of student records held by educational
institutions or agencies receiving federal funds. We note section 552.114 and FERP A apply
only to student records in the custody of an educational institution and records directly
transferred from an educational institution to a third party. See 34 C.F.R. § 99.33(a)(2). You
contend some of the submitted information is confidential under section 552.114 and
FERPA. However, the district clerk’s office is not an educational institution. See Open
Records Decision No. 309 at 3 (1983) (City of Fort Worth not an “educational agency” for
purposes of FERPA). Further, we have no indication the district attorney’s office received
the transcripts at issue directly from an educational institution. Therefore, we conclude the
district clerk’s office may not withhold the submitted transcripts on the basis of
section 552.114 of the Government Code or FERPA.

Section 552.122 of the Government Code excepts from public disclosure “[a] test item
developed by a governmental body[.]” Gov’t Code § 552.122(b). In Open Records Decision
No. 626 (1994), this office determined the term “test item” in section 552.122 includes “any
standard means by which an individual’s or group’s knowledge or ability in a particular area
is evaluated,” but does not encompass evaluations of an employee’s overall job performance
or suitability. ORD 626 at 6. The question of whether specific information falls within the
scope of section 552.122(b) must be determined on a case-by-case basis. Id. Traditionally,
this office has applied section 552.122 where release of “test items” might compromise the
effectiveness of future examinations. Id at 4-5; see also Open Records Decision No. 118
(1976). Section 552.122 also protects the answers to test questions when the answers might
reveal the questions themselves. See Attorney General Opinion JM-640 at 3 (1987);
ORD 626 at 8. :

You state the some of the submitted information, which you marked, consists of interview
test questions and responses. You also state release of the information at issue “would assist
future candidates in forming similar or superior responses to the answers given by successful
candidates.” Additionally, you state the district clerk’s office anticipates using the same type
of process for future interviews. Based on your representations and our review, we conclude
the information at issue qualifies as a “test item” under section 552.122(b) of the
Government Code. Therefore, the district clerk’s office may withhold the information it
marked under section 552.122(b) of the Government Code.

We note some of the remaihing information may be subject to section 552.117 of the
Government Code. You state you will withhold a portion of the requested information
subject to section 552.117 of the Government Code as permitted by section 552.024(c) of the
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Government Code.® Section 552.117(a)(1) of the Government Code excepts from disclosure
the home address and telephone number, emergency contact information, social security
number, and family member information of a current or former employee or official of a
governmental body who requests this information be kept confidential under section 552.024
of the Government Code. See Gov’t Code § 552.117(a)(1). Whether a particular item of
information is protected by section 552.117(a)(1) must be determined at the time of the
governmental body’s receipt of the request for the information. See Open Records Decision
No. 530 at 5 (1989). Thus, information may be withheld under section 552.117(a)(1) only
on behalf of a current or former employee or official who made a request for confidentiality
under section 552.024 prior to the date of the governmental body’s receipt of the request for
the information. Information may not be withheld under section 552.117(a)(1) on behalf of
a current or former employee or official who did not timely request under section 552.024
the information be kept confidential. Therefore, to the extent the employee at issue timely
requested confidentiality under section 552.024 of the Government Code, the district clerk’s
office must withhold the information it marked and the information we marked under
section 552.117(a)(1) of the Government Code. Conversely, to the extent the employee at
issue did not timely request confidentiality under section 552.024, the district clerk’s office
may not withhold the information under section 552.117(a)(1).

In summary, the district clerk’s office must withhold: (1) the information we marked under
section 552.101 of the Government Code in conjunction with section 611.002 of the Health
and Safety Code; (2) the date of birth of a public employee we marked under section 552.102
of the Government Code; (3) the information we marked under section 552.101 of the
Government Code in conjunction with common-law privacy; (4) the information you marked
under section 552.139 of the Government Code; and (5) the information we marked under
section 552.136 of the Government Code. The district clerk’s office may withhold the
information it marked under section 552.122 of the Government Code. To the extent the
employee at issue timely requested confidentiality under section 552.024 of the Government
Code, the district clerk’s office must withhold the information it marked and the information
we marked under section 552.117(a)(1) of the Government Code. The district clerk’s office
must release the remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

SSection 552.117 of the Government Code excepts from disclosure the home addresses and telephone
numbers, emergency contact information, social security numbers, and family member information of current
or former officials or employees of a governmental body. See Gov’t Code § 552.117(a)(1). Section 552.024
of the Government Code authorizes a governmental body to withhold information subject to section 552.117
without requesting a decision from this office if the current or former employee or official chooses not to allow
public access to the information. See id. § 552.024(c).
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This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

ssistant Attorney General
Open Records Division

AP/som
Ref: ID# 697166
Enc. Submitted documents

c: Requestor
(w/o enclosures)



