ATTORNEY GENERAIL OF TEXAS

December 12, 2017

Ms. Kelli A. N. Carlton

General Counsel for Hays County Emergency Services District No. 5
The Carlton Law Firm, P.L.L.C.

2705 Bee Cave Road, Suite 200

Austin, Texas 78746

OR2017-28210
Dear Ms. Carlton:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 687733.

The Hays County Emergency Services District No. 5 (the “district”), which you represent,
received a request for information pertaining to a former named employee. You state the
district will redact social security numbers under section 552.147(b) of the Government
Code.! You claim the submitted information is excepted from disclosure under sections
552.101, 552.102, and 552.117 of the Government Code. We have considered the
exceptions you claim and reviewed the submitted representative sample of information.’

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Section 552.101 encompasses information protected by section 143.089
of the Local Government Code which provides for the maintenance of two different types
of personnel files for each police officer or fire fighter employed by a civil service city: one
that must be maintained as part of the officer’s civil service file and another confidential file
that the fire or police department may maintain for its own internal use. See Local Gov’t

'Section 552.147(b) of the Government Code authorizes a governmental body to redact a living
person’s social security number from public release without the necessity of requesting a decision from this
office. See Gov’t Code § 552.147(b). ‘

2We assume that the “representative sample” of records submitted to this office is truly representative
of the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open
records letter does not reach, and therefore does not authorize the withholding of, any other requested records
to the extent that those records contain substantially different types of information than that submitted to this
office. - :
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Code § 143.089(a), (g). However, chapter 143 of the Local Government Code only applies
to civil service cities. See id. § 143.002(a) (defining applicability of chapter 143). You
acknowledge the district is not a municipal entity. Thus, chapter 143 is not applicable to the
district and the submitted information may not be withheld under section 552.101 of the
Government Code in conjunction with section 143.089 of the Local Government Code.

You also raise section 552.101 in conjunction with the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”) for portions of the submitted information. At the
direction of Congress, the Secretary of Health and Human Services (“HHS”) promulgated
regulations setting privacy standards for medical records, which HHS issued as the Federal
Standards for Privacy of Individually Identifiable Health Information. See HIPAA, 42 U.S.C.
§ 1320d-2 (Supp. IV 1998) (historical & statutory note); Standards for Privacy of
Individually Identifiable Health Information, 45 C.F.R. Pts. 160, 164 (“Privacy Rule™); see
also Attorney General Opinion JC-0508 at 2 (2002). These standards govern the releasability
of protected health information by a covered entity. See 45 C.F.R. pts. 160, 164. Under these
standards, a covered entity may not use or disclose protected health information, excepted
as provided by parts 160 and 164 of the Code of Federal Regulations. 45 C.F.R.
§ 164.502(a). '

This office has addressed the interplay of the Privacy Rule and the Act. Open Records
Decision No. 681 (2004). In that decision, we noted section 164.512 of title 45 of the Code
" of Federal Regulations provides a covered entity may use or disclose protected health
information to the extent such use or disclosure is required by law and the use or disclosure
complies with and is limited to the relevant requirements of such law. See 45 C.F.R.
§ 164.512(a)(1). We further noted the Act “is a mandate in Texas law that compels Texas
governmental bodies to disclose information to the public.” See ORD 681 at 8; see also
Gov’t Code §§ 552.002, .003, .021. We therefore held the disclosures under the Act come
within section 164.512(a). Consequently, the Privacy Rule does not make information
confidential for the purpose of section 552.101 of the Government Code. See 4bbott v Tex.
Dep’t of Mental Health & Mental Retardation, 212 S.W.3d 648 (Tex. App.—Austin 2006,
no pet.); ORD 681 at 9 (2004); see also Open Records Decision No. 478 (1987) (as general
rule, statutory confidentiality requires express language making information confidential).
Because the Privacy Rule does not make confidential information that is subject to disclosure
under the Act, the district may not withhold any portion of the information at issue under
section 552.101 in conjunction with HIPAA.

Section 552.101 of the Government Code also encompasses section 181.006 of the Health
and Safety Code, which provides the following:

[Flor a covered entity that is a governmental unit, an individual’s protected
health information:

(1) includes any information that reflects that an individual received
health care from the covered entity; and
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(2) is not public information and is not subject to disclosure under
[the Act].

Health & Safety Code § 181.006. Section 181.001(b)(2)(A) defines “covered entity” to
include any person who '

(A) for commercial, financial, or professional gain, monetary fees, or dues,
or on a cooperative, nonprofit, or pro bono basis, engages, in whole or in pait,
and with real or constructive knowledge, in the practice of assembling,
collecting, analyzing, using, evaluating, storing, or transmitting protected
health information. The term includes a business associate, health care payer,
governmental unit, information or computer management entity, school,
health researcher, health care facility, clinic, health care provider, or person
who maintains an Internet site[.]

Id. § 181.001(b)(2)(A). In order to determine whether the district is a covered entity, we
must address whether the district engages in the practice of “assembling, collecting,
analyzing, using, evaluating, storing, or transmitting protected health information.” Id.
Section 181.001 states “[u]nless otherwise defined in this chapter, each term that is used in
this chapter has the meaning assigned by the Health Insurance Portability and Accountability
Act and Privacy Standards.” Id. § 181.001(a). Accordingly, as chapter 181 does not define
“protected health information,” we turn to HIPAA’s definition of the term. HIPAA defines
“protected health information” as individually identifiable health information that is
transmitted or maintained in electronic media or any other form or medium. See 45 C.F.R.
§ 160.103. HIPAA defines “individually identifiable health information™ as information that
is a subset of health information, including demographic information collected from an
individual, and:

(1) Is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the
past, present, or future payment for the provision of health care to an
individual; and

(i) That identifies the individual; or

(1) With respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Id. You acknowledge the district is not a covered entity, and have not explained the
submitted information consists of protected health information. Thus, we find the district
has failed to demonstrate the applicability of section 181.006 of the Health and Safety Code.
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Accordingly, the district rhay not withhold any of the submitted information under section
552.101 of the Government Code on that basis.

Section 552.101 of the Government Code also encompasses information protected by section
1324a of title 8 of the United States Code. Section 1324a governs I-9 forms and their related
documents. This section provides an I-9 form and “any information contained in or
appended to such form, may not be used for purposes other than for enforcement of this
chapter” and for enforcement of other federal statutes governing crime and criminal
investigations. See 8 U.S.C. § 1324a(b)(5); see also 8 C.F.R. § 274a.2(b)(4). Release of the
submitted I-9 form in this instance would be “for purposes other than enforcement” of the
referenced federal statutes. Accordingly, we conclude the submitted I-9 form, which we
marked, is confidential pursuant to section 1324a of title 8 of the United States Code and
must be withheld under section 552.101 of the Government Code.

Section 552.101 of the Government Code also encompasses section 6103(a) of title 26 of the
United States Code. Prior decisions of this office have held section 6103(a) of title 26 of the
United States Code renders federal tax return information confidential. See Attorney General
Opinion H-1274 (1978) (tax returns); Open Records Decision Nos. 600 (1992) (W-4 forms),
226 (1979) (W-2 forms). Section 6103(b) defines the term “return information” as “a
taxpayer’s identity, the nature, source, or amount of his income, payments, receipts,
deductions, exemptions, credits, assets, liabilities, net worth, tax liability, tax withheld,
deficiencies, overassessments, or tax payments . . . or any other data, received by, recorded
by, prepared by, furnished to, or collected by the Secretary [of the Treasury] with respect to
a return or with respect to the determination of the existence, or possible existence, of
liability . . . for any tax, penalty, interest, fine, forfeiture, or other imposition, or offense[.]”
See 26 U.S.C. § 6103(b)(2)(A). Federal courts have construed the term “return information™
expansively to include any information gathered by the Internal Revenue Service regarding
a taxpayer’s liability under title 26 of the United States Code. See Mallas v. Kolak, 721 F.
Supp. 748, 754 (M.D.N.C. 1989), aff’d in part, 993 F.2d 1111 (4th Cir. 1993). Thus, the
submitted W-2 and W-4 forms, which we marked, constitute tax return information that is
confidential under section 6103(a) of title 26 of the United States Code and must be withheld
under section 552.101 of the Government Code.

Section 552.101 of the Government Code also encompasses the Family and Medical Leave
Act (the “FMLA”). See 29 U.S.C. §§ 2601 ef seq. Section 825.500 of chapter V of title 29
ofthe Code of Federal Regulations identifies the record-keeping requirements for employers
that are subject to the FMLA. Subsection (g) of section 825.500 states:

Records and documents relating to medical certifications, recertifications or
medical histories of employees or employees’ family members, created for
purposes of FMLA, shall be maintained as confidential medical records in
separate files/records from the usual personnel files . . . If the [Americans
with Disabilities Act (the “ADA”)], as amended, is also applicable, such
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records shall be maintained in conformance with ADA confidentiality
requirements . . . except that:

(1) Supervisors and managers may be informed regarding necessary
restrictions on the work or duties of an employee and necessary
accommodations;

(2) First aid and safety personnel may be informed (when appropriate)
if the employee’s physical or medical condition might require
emergency treatment; and

(3) Government officials investigating compliance with FMLA (or
other pertinent law) shall be provided relevant information upon
request.

29 C.F.R. § 825.500(g). Upon review, we find a portion of the submitted information
consists of documents subject to the FMLA. We find the information at issue is confidential
under section 825.500 of'title 29 of the Code of Federal Regulations. Further, we understand
none of the release provisions of the FMLA apply to this information. Accordingly, the
district must withhold the information we marked under section 552.101 of the Government
Code in conjunction with the FMLA.

Section 552.101 of the Government Code also encompasses information made confidential
by the Medical Practice Act (“MPA”), subtitle B of title 3 of the Occupations Code, which
governs release of medical records. Section 159.002 of the MPA provides, in relevant part:

{a) A communication between a physician and a patient, relative to or in
connection with any professional services as a physician to the patient, is
confidential and privileged and may not be disclosed except as provided by
this chapter.

(b) A record of the identity, diagnosis, evaluation, or treatment of a patient
by a physician that is created or maintained by a physician is confidential and
privileged and may not be disclosed except as provided by this chapter.

(c) A person who receives information from a confidential communication
or record as described by this chapter, other than a person listed in
Section 159.004 who is acting on the patient’s behalf, may not disclose the
information except to the extent that disclosure is consistent with the
authorized purposes for which the information was first obtained.

Occ. Code § 159.002(a)-(c). Information subject to the MPA includes both medical records
and information obtained from those medical records. See id. §§ 159.002, .004. This office
has concluded the protection afforded by section 159.002 extends only to records created by
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either a physician or someone under the supervision of a physician. See Open Records
Decision Nos. 487 (1987), 370 (1983), 343 (1982). Upon review, we find a portion of the
remaining information constitutes records of the identity, diagnosis, evaluation, or treatment
of apatient by a physician that were created or are maintained by a physician and information
obtained from a patient’s medical records. Accordingly, the district must withhold the
information we marked under section 552.101 of the Government Code in conjunction with
the MPA.

Section' 552.101 of the Government Code encompasses information protected by chapter 411
of the Government Code, which makes confidential criminal history record information
(“CHRYI”) generated by the National Crime Information Center or by the Texas Crime
Information Center. See id § 411.083(a). Title 28, part 20 of the Code of Federal
Regulations governs the release of CHRI that states obtain from the federal government or
other states. Open Records Decision No. 565 (1990). The federal regulations allow each
state to follow its individual laws with respect to the CHRI it generates. See id. Section
411.083 of the Government Code deems confidential CHRI that the Department of Public
Safety (“DPS”) maintains, except that DPS may disseminate this information as provided in
chapter 411, subchapter F, or subchapter E-1 of the Government Code. See Gov’t Code
§411.083(a). Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice agency to
obtain CHRI; however, a criminal justice agency may not release CHRI except to another
criminal justice agency for a criminal justice purpose. Id. § 411.089(b)(1). Other entities
specified in chapter 411 of the Government Code are entitled to obtain CHRI from DPS or
another criminal justice agency; however, those entities may not release CHRI except as
provided by chapter411. See generally id. §§ 411.090-.127. Thus, any CHRI obtained from
- DPS or any other criminal justice agency must be withheld under section 552.101 in
conjunction with chapter 411, subchapter F, of the Government Code. We note CHRI does
not include driving record information. See id. § 411.082(2)(B). Upon review, we find a
portion of the submitted information, which we marked, consists of CHRI that is confidential
under section 411.083. Thus, the district must withhold the information we marked under
section 552.101 in conjunction with section 411.083 of the Government Code.

Section 552.101 of the Government Code encompasses information protected by section
560.003 of the Government Code, which provides, “[a] biometric identifier in the possession
of a governmental body is exempt from disclosure under [the Act].” Id. § 560.003; see id.
§ 560.001(1) (“biometric identifier” means retina or iris scan, fingerprint, voiceprint, or
record of hand or face geometry). There is no indication the requestor has a right of access
to the submitted fingerprints under section 560.002. See id. § 560.002(1)(A) (governmental
body may not sell, lease, or otherwise disclose individual’s biometric identifier to another
person unless the individual consents to disclosure). Accordingly, the district must withhold
the marked fingerprints under section 552.101 of the Government Code in conjunction with
section 560.003 of the Government Code.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion of
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personal privacy.” Jd. § 552.102(a). We understand you to assert the privacy analysis under
section 552.102(a) is the same as the common-law privacy test under section 552.101 of the
Government Code in conjunction with common-law privacy. The doctrine of common-law
privacy protects information that is (1) highly intimate or embarrassing, the publication of
which would be highly objectionable to a reasonable person and (2) not of legitimate concern
to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976).
In Hubert v. Harte-Hanks Texas Newspapers, Inc., 652 S.W.2d 546, 549-51 (Tex.
App.—Austin 1983, writ ref’d n.r.e.), the court of appeals ruled the privacy test under section
552.102(a) is the same as the Industrial Foundation privacy test. However, the Texas
Supreme Court has expressly disagreed with Hubert’s interpretation of section 552.102(a)
and held the privacy standard under section 552.102(a) differs from the Industrial
Foundation test under section 552.101. See Tex. Comptroller of Pub. Accounts v. Attorney
Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). The Texas Supreme Court held section
552.102(a) excepts from disclosure the dates of birth of state employees in the payroll
database of the Texas Comptroller of Public Accounts. Id. Accordingly, the district must
withhold the employees’ dates of birth we marked under section 552.102(a) of the
Government Code.

As noted above, section 552.101 of the Government Code encompasses the doctrine of
common-law privacy, which is subject to the two-part test described above. Indus. Found.,
540 S.W.2d at 685. To demonstrate the applicability of common-law privacy, both prongs
of this test must be satisfied. Id. at 681-82. Types of information considered intimate and
embarrassing by the Texas Supreme Court are delineated in Industrial Foundation. Id. at
683. This office has found personal financial information not relating to the financial
transaction between an individual and a governmental body is excepted from disclosure
under common-law privacy. See Open Records Decision Nos. 600 (1992) (public
employee’s withholding allowance certificate, designation of beneficiary of employee’s
retirement benefits, direct deposit authorization, and employee’s decisions regarding
voluntary benefits programs, among others, protected under common-law privacy), 545
(1990) (deferred compensation information, participation in voluntary investment program,
election of optional insurance coverage, mortgage payments, assets, bills, and credit history).
However, information concerning financial transactions between an employee and a public
employer is generally of legitimate public interest. ORD 545. We note the payroll
deductions for federal withholding tax are protected by common-law privacy and must be
withheld under section 552.101, but the payroll deductions for social security, mandatory
retirement, and Medicare are not protected by common-law privacy and may not be withheld
under section 552.101. See, e.g., ORDs 600 at 9-12 (participation in TexFlex), 545 at 3-5;
see also Attorney General Opinion GA-0572 at 4 (2007) (public employee’s net salary
protected by common-law privacy, but gross salary is not). Additionally, this office has
concluded some kinds of medical information are generally highly intimate or embarrassing.
.See Open Records Decision No. 455 (1987). However, this office has concluded the public
has a legitimate interest in information that relates to public employees and their conduct in
the workplace. See, e.g., Open Records Decision Nos. 562 at 10 (1990) (personnel file
information does not involve most intimate aspects of human affairs but in fact touches on
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matters of legitimate public concern), 470 at 4 (1987) (job performance does not generally
constitute public employee’s private affairs), 444 at 3 (1986) (public has obvious interest in
information concerning qualifications and performance of government employees), 405 at
2 (1983) (manner.in which public employee’s job was performed cannot be said to be of
minimal public interest), 392 (1982) (reasons for employee’s resignation ordinarily not
private). Upon review, we find the a portion of the submitted information satisfies the
standard articulated by the Texas Supreme Court in Industrial Foundation. Accordingly, the
district must withhold the information we marked under section 552.101 of the Government
Code in conjunction with common-law privacy. However, we find the district has not
demonstrated any of the remaining information at issue is highly intimate or embarrassing
and not of legitimate public concern. Thus, the district may not withhold any portion of the
remaining information under section 552.101 in conjunction with common-law privacy.

Section 552.117(a)(1) excepts from disclosure the home address and telephone number,
emergency contact information, social security number, and family member information of
a current or former employee of a governmental body who requests this information be
kept confidential under section 552.024 of the Government Code. See Gov’t
Code § 552.117(a)(1). Whether a particular item of information is protected by
section 552.117(a)(1) must be determined at the time of the governmental body’s receipt of -
the request for the information. See Open Records Decision No. 530 at 5 (1989). Thus,
information may be withheld under section 552.117(a)(1) only on behalf of a current or
former employee who made a request for confidentiality under section 552.024 prior to the
date of the governmental body’s receipt of the request for the information. Information may
not be withheld under section 552.117(a)(1) on behalf of a current or former employee who
did not timely request under section 552.024 the information be kept confidential. Therefore,
to the extent the individuals whose information is at issue timely requested confidentiality
under section 552.024 of the Government Code, the district must withhold the information
we marked under section 552.117(a)(1) of the Government Code. Conversely, to the extent
the individuals at issue did not timely request confidentiality under section 552.024, the
district may not withhold the marked information under section 552.117(a)(1).

We note some of the remaining information, which we marked, may be subject to
section 552.1175 of the Government Code. Section 552.1175 protects the home address,
home telephone number, emergency contact information, date of birth, social security
number, and family member information of certain individuals, when that information is held
by a governmental body in a non-employment capacity and the individual elects to keep the
information confidential. See Gov’t Code § 552.1175. Section 552.1175 applies, in part, to
“peace officers as defined by Article 2.12, Code of Criminal procedure[.]” Id.
§ 552.1175(a)(1). Accordingly, to the extent the officers whose information is at issue elect
to restrict access to the marked information in accordance with section 552.1175(b), the
information is confidential under section 552.1175 of the Government Code and must be
withheld. If no election is made, then the district may not withhold the information we
marked under section 552.1175(b) of the Government Code.
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Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release.® See id. § 552.130. Accordingly, the district must withhold
the motor vehicle record information we marked under section 552.130 of the Government
Code. ‘

Section 552.136 states “[njotwithstanding any other provision of this chapter, a credit card,
debit card, charge card, or access device number that is collected, assembled, or maintained
by or for a governmental body is confidential.” Id. § 552.136(b); see also id. § 552.136(a)
(defining ““access device”). This office has determined an insurance policy number is an
access device number for the purposes of section 552.136. See Open Records Decision No.
684 (2009). Accordingly, the district must withhold the access device, banking, and
insurance policy numbers we marked under section 552.136 of the Government Code.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (c). See id § 552.137(a)-(c).
Section 552.137 does not apply to an institutional e-mail address, the general e-mail address
of a business, an e-mail address of a person who has a contractual relationship with a
governmental body, an e-mail address of a vendor who seeks to contract with a governmental
body, an e-mail address maintained by a governmental entity for one of its officials or
employees, or an e-mail address provided to a governmental body on a letterhead. See id
§ 552.137(c). Upon review, we find the district must withhold the personal e-mail addresses
we marked under section 552.137 of the Government Code, unless the owners affirmatively
consent to their public disclosure.

We note some of the materials at issue may be protected by copyright. A custodian of public
records must comply with the copyright law and is not required to furnish copies of records
that are copyrighted. Open Records Decision No. 180 at 3 (1977). A governmental body
must allow inspection of copyrighted materials unless an exception applies to the
information. Id.; see Open Records Decision No. 109 (1975). If a member of the public
wishes to make copies of copyrighted materials, the person must do so unassisted by the
governmental body. In making copies, the member of the public assumes the duty of
compliance with the copyright law and the risk of a copyright infringement suit.

In summary, the district must withhold the information we marked under section 552.101 of
the Government Code in conjunction with section 1324a of title 8 of the United States Code.
The district must withhold the information we marked under section 552.101 of the

*The Office ofthe Attorney General will raise mandatory exceptions on behalf ofa governmental body,
but ordinarily will not raise other exceptions. Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987). '
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Government Code in conjunction with section 6103(a) of title 26 of the United States Code.
The district must withhold the information we marked under section 552.101 of the
Government Code in conjunction with the FMLA. The district must withhold the
information we marked under section 552.101 of the Government Code in conjunction with
the MPA. The district must withhold the information we marked under section 552.101 in
conjunction with section 411.083 of the Government Code. The district must withhold the
information we marked under section 552.101 of the Government Code in conjunction with
section 560.003 of the Government Code. The district must withhold the information we
marked under section 552.102(a) of the Government Code. The district must withhold the
information we marked under section 552.101 of the Government Code in conjunction with
common-law privacy. To the extent the individuals whose information is at issue timely
requested confidentiality under section 552.024 of the Government Code, the district must
withhold the information we marked under section 552.117(a)(1) of the Government Code.
To the extent the officers whose information is at issue elect to restrict access to the marked
information in accordance with section 552.1175(b), the information is confidential under
section 552.1175 ofthe Government Code and must be withheld. The district must withhold
the motor vehicle record information we marked-under section 552.130 of the Government
Code. The district must withhold the information we marked under section 552.136 of the
Government Code. The district must withhold the personal e-mail addresses we marked
under section 552.137 of the Government Code, unless the owners affirmatively consent to
their public disclosure. The district must release the remaining information, but may only
release any copyrighted information in accordance with copyright law.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

Ramsey A. Abarca
Assistant Attorney General
Open Records Division

RAA/gw
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