KEN PAXTON

ATTORNEY GENERAJL OF TEXAS

December 5, 2017

Mr. Justin Pruitt
Assistant City Attorney
City of Lubbock

P.O. Box 2000
Lubbock, Texas 79457

OR2017-27525
Dear Mr. Pruitt;

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 686528.

The Lubbock Police Department (the “department”) received a request for information
pertaining to a specified investigation. You claim some of the submitted information is
excepted from disclosure under sections 552.101, 552.130, 552.136, and 552.147 of the
Government Code. We have considered the exceptions you claim and reviewed the
submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Youraise section 552.101 in conjunction with the federal Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”) for portions of the submitted
information. At the direction of Congress, the Secretary of Health and Human Services
(“HHS”) promulgated regulations setting privacy standards for medical records, which HHS
issued as the Federal Standards for Privacy of Individually Identifiable Health Information.
See HIPAA, 42 U.S.C. §§ 1320d-2 (Supp. IV 1998) (historical & statutory note); Standards
for Privacy of Individually Identifiable Health Information, 45 C.F.R. pts. 160, 164 (“Privacy
Rule”); see also Attorney General Opinion JC-0508 at 2 (2002). These standards govern the
releasability of protected health information by a covered entity. See 45 C.F.R. pts. 160, 164.
Under these standards, a covered entity may not use or disclose protected health information,
excepted as provided by parts 160 and 164 of the Code of Federal Regulations. See id.
§ 164.502(a).

Post Office Box 12548, Austin, Texas 78711-2548 + (512) 463-2100 * www.texasattorneygeneral.gov



Mr. Justin Pruitt - Page 2

This office has addressed the interplay of the Privacy Rule and the Act. In Open Records
Decision No. 681 (2004), we noted section 164.512 of title 45 of the Code of Federal
Regulations provides a covered entity may use or disclose protected health information to
the extent that such use or disclosure is required by law and the use or disclosure complies
with and is limited to the relevant requirements of such law. See id. § 164.512(a)(1). We
further noted the Act “is a mandate in Texas law that compels Texas governmental
bodies to disclose information to the public.” See ORD 681 at 8; see also Gov’t Code
§§ 552.002, .003, .021. We therefore held the disclosures under the Act come within
section 164.512(a). Consequently, the Privacy Rule does not make information confidential
for the purpose of section 552.101 of the Government Code. See Abbott v. Tex. Dep’t of
Mental Health & Mental Retardation, 212 S.W.3d 648 (Tex. App.—Austin 2006, no pet.);
ORD 681 at 9; see also Open Records Decision No. 478 (1987) (as general rule, statutory
confidentiality requires express language making information confidential). Because the
Privacy Rule does not make confidential information that is subject to disclosure under the
Act, the department may not withhold any portion of the submitted information under
section 552.101 of the Government Code on that basis. '

Section 552.101 of the Government Code also encompasses section 181.006 of the Health
and Safety Code, which provides the following:

[Flor a covered entity that is a governmental unit, an individual's protected
health information:

(1) includes any information that reflects that an individual received
health care from the covered entity; and

(2) is not public information and is not subject to disclosure under
[the Act].

Health & Safety Code § 181.006. Section 181.001(b)(2)(A) defines “covered entity” to
include any person who

(A) for commercial, financial, or professional gain, monetary fees, or dues,
or on a cooperative, nonprofit, or pro bono basis, engages, in whole or in part,
and with real or constructive knowledge, in the practice of assembling,
collecting, analyzing, using, evaluating, storing, or transmitting protected
health information. The term includes a business associate, health care payer,
governmental unit, information or computer management entity, school,
health researcher, health care facility, clinic, health care provider, or person
who maintains an Internet site[.]

Id. § 181.001(b)(2)(A). You assert the department is a covered entity for purposes of
section 181.006 of the Health and Safety Code. However, in order to determine whether the
department is a covered entity, we must address whether the department engages in the
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practice of “assembling, collecting, analyzing, using, evaluating, storing, or transmitting
protected health information.” Id. Section 181.001 states “[u]nless otherwise defined in this
chapter, each term that is used in this chapter has the meaning assigned by [HIPAA] and
Privacy Standards.” Id. § 181.001(a). Accordingly, as chapter 181 does not define
“protected health information,” we turn to HIPAA’s definition of the term. HIPAA defines
“protected health information” as individually identifiable health information that is
transmitted or maintained in electronic media or any other form or medium. See 45 C.F.R.
§ 160.103. HIPAA defines “individually identifiable health information” as information that
is a subset of health information, including demographic information collected from an
individual, and:

(1) Is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the
past, present, or future payment for the provision of health care to an
individual; and A

(i) That identifies the individual; or

(i) With respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Id. Although you assert the department is a covered entity, you have not explained this
information consists of protected health information. Thus, we find you have failed to
demonstrate the applicability of section 181.006 of the Health and Safety Code.
Accordingly, the department may not withhold any of the submitted information under
section 552.101 of the Government Code on that basis.

Further, section 552.101 of the Government Code encompasses information protected by
section 411.083 of the Government Code, which pertains to criminal history record
information (“CHRI”). CHRI generated by the National Crime Information Center (“NCIC”)
or by the Texas Crime Information Center is confidential under federal and state law. CHRI
means “information collected about a person by a criminal justice agency that consists of
identifiable descriptions and notations of arrests, detentions, indictments, informations, and
other formal criminal charges and their dispositions.” Id. § 411.082(2). Title 28, part 20 of
the Code of Federal Regulations governs the release of CHRI obtained from the NCIC
network or other states. See 28 C.F.R. § 20.21. The federal regulations allow each state to
follow its individual law with respect to CHRI it generates. Open Records Decision No. 565
at 7 (1990); see generally Gov’t Code ch. 411 subch. F. Section411.083 of the Government
Code deems confidential CHRI the Texas Department of Public Safety (“DPS™)
maintains, except DPS may disseminate this information as provided in chapter 411,
subchapter F, or subchapter E-1, of the Government Code. See Gov’t Code § 411.083.
Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice agency to obtain CHRI;
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however, a criminal justice agency may not release CHRI except to another criminal justice
agency for a criminal justice purpose. Id. § 411.089(b)(1). Thus, any CHRI obtained from
DPS or any other criminal justice agency must be withheld under section 552.101 of the
Government Code in conjunction with Government Code chapter 411. We note, however,
‘active warrant information or other information relating to an individual’s current
involvement in the criminal justice system does not constitute criminal history information
for purposes of section 552.101. See id. § 411.081(b). We also note records relating to
routine traffic violations are not considered criminal history information. Cf id.
§ 411.082(2)(B) (criminal history record information does not include driving record
information). We further note Federal Bureau of Investigation (“FBI”) numbers constitute
CHRI generated by the FBI. Upon review, we find the information we marked consists of
CHRI the department must withhold under section 552.101 of the Government Code in
conjunction with section 411.083 of the Government Code and federal law.

Additionally, section 552.101 of the Government Code encompasses section 560.003 of the
Government Code, which provides, “[a] biometric identifier in the possession of a
governmental body is exempt from disclosure under [the Act].” Gov’t Code § 560.003; see
id. § 560.001(1) (“biometric identifier” means retina or iris scan, fingerprint, voiceprint, or
record of hand or face geometry). There is no indication the requestor has a right of access
to the biometric identifiers under section 560.002. See id. § 560.002(1)(A) (governmental
body may not sell, lease, or otherwise disclose individual’s biometric identifier to another
person unless the individual consents to disclosure). Accordingly, the department must
withhold the biometric identifiers we marked under section 552.101 of the Government Code
in conjunction with section 560.003 of the Government Code.

Section 552:101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person, and (2) not of
legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. Id. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. This office has found personal financial information not relating to
a financial transaction between an individual and a governmental body is generally highly
intimate or embarrassing. See Open Records Decision Nos. 523 (1989) (common-law
privacy protects credit reports, financial statements, and other personal financial
information), 373 (1983) (sources of income not related to financial transaction between
individual and governmental body protected under common-law privacy). Additionally, this
office has concluded some kinds of medical information are generally highly intimate or
embarrassing. See Open Records Decision No. 455 (1987). We find the identity of a victim
of alleged child abuse or neglect is private. Cf Fam. Code. § 261.201. A compilation of an
individual’s criminal history is highly embarrassing information, the publication of which
would be highly objectionable to a reasonable person. Cf U.S. Dep’t of Justice v. Reporters
Comm. for Freedom of the Press, 489 U.S. 749, 764 (1989) (finding significant privacy
interest in compilation of individual’s criminal history by recognizing distinction between
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public records found in courthouse files and local police stations and compiled summary of -
criminal history information). Furthermore; we find a compilation of a private citizen’s
criminal history is generally not of legitimate concern to the public. The court of appeals

has concluded public citizens’ dates of birth are protected by common-law privacy pursuant

to section 552.101. See Paxtonv. City of Dallas, No. 03-13-00546-CV, 2015 WL 3394061,

at *3 (Tex. App.—Austin May 22, 2015, pet. denied) (mem. op.).

However, the right to privacy is a personal right that lapses at death and the common-law
right to privacy does not encompass information that relates only to a deceased individual.
Moore v. Charles B. Pierce Film Enters., Inc., 589 S.W.2d 489, 491 (Tex. Civ.
App.—Texarkana 1979, writ ref’d n.r.e.); see also Justice v. Belo Broadcasting Corp., 472
F. Supp. 145, 147 (N.D. Tex. 1979) (“action for invasion of privacy can be maintained only
by a living individual whose privacy is invaded” (quoting RESTATEMENT (SECOND) OF
TORTS § 6521 (1977))); Attorney General Opinions JM-229 (1984) (“the right of privacy
lapses upon death”), H-917 (1976) (“We are . . . of the opinion that the Texas courts would
follow the almost uniform rule of other jurisdictions that the right of privacy lapses upon
death.”); Open Records Decision No. 272 (1981) (“the right of privacy is personal and lapses
upon death). Accordingly, information pertaining to a deceased individual may not be
withheld on common-law privacy grounds.

Upon review, we find some of the submitted information satisfies the standard articulated
by the Texas Supreme Court in Industrial Foundation. Accordingly, to the extent it pertains
to living individuals, the department must withhold the information we marked and all living
individuals’ dates of birth under section 552.101 of the Government Code in conjunction
with common-law privacy. However, the department has failed to demonstrate any of the
remaining information is highly intimate or embarrassing and not of legitimate concern to
the public. Therefore, the department may not withhold any of the remaining information
under section 552.101 in conjunction with common-law privacy.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release. See Gov’t Code § 552.130(a). We note section 552.130
protects privacy, which is a personal right that lapses at death. See Moore, 589 S.W.2d
at 491; Attorney General Opinions JM-229 (1984), H-917 (1976); Open Records Decision
No. 272 (1981). Thus, section 552.130 is not applicable to a deceased individual’s driver’s
license number. Accordingly, the department must withhold the information we marked
under section 552.130 of the Government Code; however, the marked driver’s license
numbers may only be withheld if they belong to living individuals.

Section 552.136(b) of the Government Code provides, “[n]Jotwithstanding any other
provision of [the Act], a credit card, debit card, charge card, or access device number that is
collected, assembled, or maintained by or for a governmental body is confidential.” Gov’t
Code § 552.136(b); see id. § 552.136(a) (defining “access device”). Upon review, the
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department must withhold the account numbers we marked under section 552.136 of the
Government Code.

Section 552.147 of the Government Code excepts from disclosure the social security number
of a living person. Id. § 552.147. Upon review, we agree the department may withhold the
social security numbers in the remaining information under section 552.147 of the
Government Code. '

In summary, the department must withhold the information we marked under
section 552.101 of the Government Code in conjunction with section 411.083 of the
Government Code and federal law. The department must withhold the biometric identifiers
we marked under section 552.101 of the Government Code in conjunction with
section 560.003 of the Government Code. To the extent it pertains to living individuals, the
department must withhold the information we marked and all living individuals’ dates of
birth under section 552.101 of the Government Code in conjunction with common-law
privacy. The department must withhold the information we marked under section 552.130
of the Government Code; however, the marked driver’s license numbers may only be
withheld if they belong to living individuals. The department must withhold the account
numbers we marked under section 552.136 of the Government Code. The department may
withhold the social security numbers in the remaining information under section 552.147 of
the Government Code. The department must release the remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787. '

Sincerely,

A

Emily K
Assistant Attorney General
Open Records Division

EK/tdw
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Ref: ID# 686528
Enc. Submitted documents

c: Requestor
(w/o enclosures)



