ATTORNEY GENERAL OF TEXAS

July 19,2017

Ms. Agatha Wade

Assistant Criminal District Attorney

Civil Section

Bexar County Criminal District Attorney’s Office
101 West Nueva Street, 7th Floor

San Antonio, Texas 78205

OR2017-16180
Dear Ms. Wade:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 666898 (BCCDA File #5775).

Thé Bexar County Criminal District Attorney’s Office (the “district attorney’s office™)
received a request for all current district attorney’s office employee handbooks. You state
the district attorney’s office will release some information to the requestor. You claim the
submitted information is excepted from disclosure under sections 552.101, 552.108,
and 552.139 of the Government Code. We have considered the exceptions you claim and
reviewed the submitted information.

Section 552.101 of the Government Code excepts “information considered to be confidential
by law, either constitutional, statutory, or by judicial decision.” Gov’t Code § 552.101. This
section encompasses common-law privacy, which protects information that is (1) highly
intimate or embarrassing, the publication of which would be highly objectionable to a
reasonable person, and (2) not of legitimate concern to the public. Indus. Found. v. Tex.
Indus. Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of
common-law privacy, both prongs of this test must be satisfied. Id. at 681-82. This office
has found a compilation of an individual’s criminal history is highly embarrassing
information, the publication of which would be highly objectionable to a reasonable person.
- Cf. United States Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489
U.S. 749, 764 (1989) (when considering prong regarding individual’s privacy interest, court
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recognized distinction between public records found in courthouse files and local police
stations and compiled summary of information and noted that individual has significant
privacy interest in compilation of one’s criminal history). Furthermore, we find a
compilation of a private citizen’s criminal history is generally not of legitimate concern to
the public.

You claim the present request requires the district attorney’s office to compile unspecified
law enforcement records. However, upon review of the request, we find the requestor is
seeking the district attorney’s office’s employee handbooks. Thus, this request does not
implicate any individuals’ rights to privacy, and the district attorney’s office may not
withhold the submitted information under section 552.101 of the Government Code in
conjunction with common-law privacy as a compilation of any individual’s criminal history.
Furthermore, upon review, we find you have failed to demonstrate any of the submitted
information is highly intimate or embarrassing and of no legitimate public interest. Thus,
the district attorney’s office may not withhold any of the submitted information under
section 552.101 of the Government Code in conjunction with common-law privacy.

Section 552.101 of the Government Code also encompasses information protected by other
statutes, such as section 411.083 of the Government Code, which pertains to criminal history
record information (“CHRI”). CHRI generated by the National Crime Information Center
(“NCIC”) or by the Texas Crime Information Center is confidential under federal and state
law. CHRI means “information collected about a person by a criminal justice agency that
consists of identifiable descriptions and notations of arrests, detentions, indictments,
informations, and other formal criminal charges and their dispositions.” Gov’t Code
§ 411.082(2). Title 28, part 20 of the Code of Federal Regulations governs the release of
CHRI obtained from the NCIC network or other states. See 28 C.F.R. § 20.21. The federal
regulations allow each state to follow its individual law with respect to CHRI it generates.
Open Records Decision No. 565 at 7 (1990); see generally Gov’t Code ch. 411 subch. F.
Section 411.083 of the Government Code deems confidential CHRI the Texas Department
of Public Safety (“DPS”) maintains, except DPS may disseminate this information as
provided in chapter 411, subchapter F, or subchapter E-1, of the Government Code. See
Gov’t Code §411.083. Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice
agency to obtain CHRI; however, a criminal justice agency may not release CHRI except to
another criminal justice agency for a criminal justice purpose. Id. § 411.089(b)(1). Thus,
any CHRI obtained from DPS or any other criminal justice agency must be withheld under
section 552.101 of the Government Code in conjunction with Government Code chapter411.
Upon review, we find you have failed to demonstrate any of the submitted information
consists of confidential CHRI. Therefore, the district attorney’s office may not withhold any
of the submitted information under section 552.101 in conjunction with section 411.083 of
the Government Code.

Section 552.101 of the Government Code also encompasses the doctrine of constitutional
privacy. Constitutional privacy consists of two interrelated types of privacy: (1) the right to
make certain kinds of decisions independently and (2) an individual’s interest in avoiding
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disclosure of personal matters. Open Records Decision No. 455 at 4 (1987). The first type
protects an individual’s autonomy within “zones of privacy” which include matters related
to marriage, procreation, contraception, family relationships, and child rearing and education.
Id. The second type of constitutional privacy requires a balancing between the individual’s
privacy interests and the public’s need to know information of public concern. Id. The scope
of information protected is narrower than that under the common law doctrine of privacy;
the information must concern the “most intimate aspects of human affairs.” Id. at 5 (citing
Ramie v. City of Hedwig Village, Texas, 765 F.2d 490 (5th Cir. 1985)). After review of the
submitted information, we find you have failed to demonstrate any portion of the submitted
information falls within the zones of privacy or implicates an individual’s privacy interests
for purposes of constitutional privacy. Therefore, the district attorney’s office may not
withhold any of the submitted information under section 552.101 on the basis of
constitutional privacy.

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

Gov’t Code § 552.139(a). You assert Exhibit B includes user names and passwords used to
access secure software programs and systems that contain confidential information. Based
on your representations and our review, we conclude the district attorney’s office must
withhold the information we marked under section 552.139 of the Government Code.
However, we find you have failed to demonstrate any of the remaining information at issue
relates to computer network security, to restricted information under section 2059.055, or to
the design, operation, or defense of a computer network as contemplated in
section 552.139(a). Consequently, the district attorney’s office may not withhold any of the
remaining information at issue under section 552.139 of the Government Code.

Section 552.108(b)(1) of the Government Code excepts from disclosure the internal records
and notations of law enforcement agencies and prosecutors when their release would
interfere with law enforcement and crime prevention. Id. § 552.108(b)(1); see also Open
Records Decision No. 531 at 2 (1989) (quoting Ex parte Pruitt, 551 S.W.2d 706
(Tex. 1977)). A governmental body claiming section 552.108(b)(1) must reasonably explain
how and why the release of the requested information would interfere with law enforcement.
See Gov’t Code §§ 552.108(b)(1), .301(e)(1)(A); see also Ex parte Pruitt, 551 S.W.2d 706
(Tex. 1977). Section 552.108(b)(1) is intended to protect “information which, if released,
would permit private citizens to anticipate weaknesses in a police department, avoid
detection, jeopardize officer safety, and generally undermine police efforts to effectuate the
laws of this State.” See City of Fort Worth v. Cornyn, 86 S.W.3d 320 at 327 (Tex.
App.—Austin 2002, no pet.). This office has concluded section 552.108(b)(1) excepts from
public disclosure information relating to the security or operation of a law enforcement
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agency. See, e.g., Open Records Decision Nos. 531 (release of detailed use of force
guidelines would unduly interfere with law enforcement), 252 (1980) (section 552.108 of the
Government Code is designed to protect investigative techniques and procedures used in law
enforcement), 143 (1976) (disclosure of specific operations or specialized equipment directly
related to investigation or detection of crime may be excepted). Section 552.108(b)(1) is not
applicable, however, to generally known policies and procedures. See, e.g., Open Records
Decision Nos. 531 at 2-3 (Penal Code provisions, common law rules, and constitutional
limitations on use of force not protected), 252 at 3 (governmental body failed to indicate why
investigative procedures and techniques requested were any different from those commonly
known).

You state the information in Exhibit C, if released, would interfere with law enforcement or
prosecution of crime. You assert release of the information at issue could be used to create
false documentation that would allow unauthorized individuals to identify themselves as
employees of the district attorney’s office. Upon review, we find you have failed to
demonstrate the release of the information at issue would interfere with law enforcement or
prosecution efforts. Accordingly, the district attorney’s office may not withhold any of the
remaining information under section 552.108(b)(1) of the Government Code.

In summary, the district attorney’s office must withhold the information we marked under
section 552.139 of the Government Code. The district attorney’s office must release the
remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

Kieran Hillis

Assistant Attorney General
Open Records Division -

KH/sb
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Ref: ID# 666898
Enc. Submitted documents

c: Requestor
(w/o enclosures)



