KEN PAXTON

ATTORNEY GENERAL OF TEXAS

January 31, 2017

Ms. Molly Cost

Assistant General Counsel

Texas Department of Public Safety
P.O. Box 4087

Austin, Texas 78773-0001

OR2017-02173
Dear Ms. Cost:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Yourrequest was
assigned ID# 643719 (PIR# 16-6704). '

The Department of Public Safety (the “department”) received a request for a list of contact
information for all individuals licensed as locksmiths in the state.! You claim portions of the
submitted information are excepted from disclosure under sections 552.101, 552.137,
and 552.139 of the Government Code.> We have considered the exceptions you claim and
reviewed the submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t

"We note the department sought and received clarification of the information requested. See Gov’t

. Code § 552.222 (providing if request for information is unclear, governmental body may ask requestorto clarify

request); see also City of Dallas v. Abbott, 304 S.W.3d 380, 387 (Tex. 2010) (holding when governmental

entity, acting in good faith, requests clarification of unclear or overbroad request for public information,

ten-business-day period to request attorney general opinion is measured from date request is clarified or
narrowed).

“We note the department did not comply with section 552.301 of the Government Code in requesting
this decision. See Gov’t Code § 552.301(b), (¢). Nonetheless, because sections 552.101, 552.137, and 552.139
of the Government Code make information confidential, they can provide compelling reasons for
non-disclosure, and we will consider their applicability to the submitted information. See id. §§ 552.007, .302,
352.
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Code § 552.101. Section 552.101 encompasses section 1702.085 of the Occupations Code,
which provides as follows: '

Records maintained by the department under this chapter on the home
address, home telephone number, driver’s license number, or social security
number of an applicant or a license holder, registrant, or security officer
commission holder are confidential and are not subject to mandatory
disclosure under [the Act].

Occ. Code § 1702.085. You inform us the information you indicated under section 1702.085
consists of the home addresses and home telephone numbers of individual license holders
that are maintained by the department under chapter 1702 of the Occupations Code. See id.
§§ 1702.004, .005 (granting department, through the Texas Private Security Board, power
to license and regulate investigations companies and security services contractors). Thus,
we agree the department must withhold the information you indicated under section 552.101
of the Government Code in conjunction with section 1702.085 of the Occupations Code.

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

Gov’t Code § 552.139(a). Section 2059.055 of the Government Code provides in part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency; '

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id § 2059.055(b). You state the department has implemented an online application process
called Texas Online Private Security (“TOPS”). You explain the submitted e-mail addresses
are equivalent to user names used to access TOPS. You state these e-mail addresses are
“used for both login and the user authentication process,” and the department “sends tokens
through e-mail to the user to verify that they have access to that account in order to login to
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the system.” Based on these representations and our review of the submitted information,
we find the department has demonstrated the information at issue relates to computer
network security, restricted information under section 2059.055, or to the design, operation,
or defense of the computer network as contemplated in section 552.139(a). Accordingly, the
department must withhold the submitted e-mail addresses under section 552.139(a) of the
Government Code.’

In summary, the department must withhold the information you indicated under
section 552.101 of the Government Code in conjunction with section 1702.085 of the
Occupations Code. The department must withhold the submitted e-mail addresses under
section 552.139(a) of the Government Code. The department must release the remaining
information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

Kenny Moreland

Assistant Attorney General
Open Records Division
KIM/sdk

Ref: ID# 643719

Enc. Submitted documents

c: Requestor
(w/o enclosures)

?As our ruling is dispositive, we need not address your remaining argument against disclosure of this
information.



