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KEN PAXTON

ATTORNEY GENERAL OF TEXAS

December 7, 2016

Ms. P. Armstrong

Assistant City Attorney

Criminal Law and Police Section
City of Dallas

1400 South Lamar

Dallas, Texas 75215

OR2016-27102
Dear Ms. Armstrong:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act™), chapter 552 of the Government Code. Your request was
assigned ID# 636927 (ORR# 2016-17951).

The Dallas Police Department (the “department”) received a request for all communications
between the department and the Federal Bureau of Investigation (“FBI”) during a specified
time. You claim some of the submitted information is excepted from disclosure under
sections 552.101, 552.108, 552.1175, 552.136, and 552.137 of the Government Code.' We
have considered the exceptions you claim and reviewed the submitted representative sample
of information.’

Initially, we note, and you acknowledge, the department has not complied with the time
periods prescribed by section 552.301 of the Government Code in seeking an open records
decision from this office. See Gov’t Code § 552.301. Pursuant to section 552.302 of the
Government Code, a governmental body’s failure to comply with the procedural
requirements of section 552.301 results in the legal presumption that the requested

'Although you also claim section 552.117 of the Government Code for portions of the submitted
information, section 552.1175 is the proper exception to raise in this instance because the department does not
hold the submitted information in an employment capacity. Although you do not raise section 552.136 of the
Government Code in your brief, we understand you to raise this exception based on your markings.

*We assume the “representative sample” of records submitted to this office is truly representative of
the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the
extent those records contain substantially different types of information than that submitted to this office.
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information is public and must be released unless the governmental body demonstrates a
compelling reason to withhold the information from disclosure. See id. § 552.302; Simmons
v. Kuzmich, 166 S.W.3d 342, 350 (Tex. App.—Fort Worth 2005, no pet.); Hancock v. State
Bd. of Ins., 797 S.W.2d 379, 381 (Tex. App.—Austin 1990, no writ) (governmental body
must make compelling demonstration to overcome presumption of openness pursuant to
statutory predecessor to section 552.302); see also Open Records Decision Nos. 319
(1982),586 (1991), 630 (1994). This office has held a compelling reason exists to withhold
information when third-party interests are at stake or when information is made confidential
by another source of law. See Open Records Decision No. 150 (1977) (construing
predecessor statute). Although the department claims an exception to disclosure under
section 552.108 of the Government Code, this section is a discretionary exception to
disclosure that protects a governmental body’s interests and may be waived. See Open
Records Decision No. 177 (1977) (governmental body may waive statutory predecessor to
section 552.108); see also Open Records Decision Nos. 665 at 2 n.5 (2000) (discretionary
exceptions generally), 663 at 5 (1999) (waiver of discretionary exceptions). Therefore, the
department may not withhold the responsive information based on its own law enforcement
interest. However, the need of a governmental body other than the agency that is seeking an
open records decision to withhold information under section 552.108 of the Government
Code can provide a compelling reason to withhold information from disclosure. See
ORD 586 at 3. Because you inform us, and provide documentation showing, the Dallas
County District Attorney’s Office (the “district attorney’s office™) objects to the release of
the information at issue, we will consider whether the department may withhold the
information at issue under section 552.108 on behalf of the district attorney’s office. Further,
because sections 552.101, 552.1175, 552.136, and 552.137 of the Government Code can
provide compelling reasons to overcome the presumption of openness, we will address the
applicability of these sections to the submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Section 552.101 of the Government Code encompasses information
protected by other statutes, including section 418.176 of the Texas Homeland Security Act
(the “HSA™), chapter 418 of the Government Code. Section 418.176(a) of the Government
Code provides, in part, as follows:

(a) Information is confidential if the information is collected, assembled, or
maintained by or for a governmental entity for the purpose of preventing,
detecting, responding to, or investigating an act of terrorism or related
criminal activity and:

(2) relates to a tactical plan of the [emergency response] provider; or

(3) consists of a list or compilation of pager or telephone numbers,
including mobile and cellular telephone numbers, of the provider][.]
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Id § 418.176(a)(2)~(3). The fact that information may generally be related to emergency
preparedness does not make the information per se confidential under section 418.176. See
Open Records Decision No. 649 at 3 (1996) (language of confidentiality provisions controls
scope of its protection). As with any confidentiality statute, a governmental body asserting
sections 418.176 must adequately explain how the responsive information falls within the
scope of the provisions. See Gov’t Code § 552.301(e)(1)(A) (governmental body must
explain how claimed exception to disclosure applies).

The department asserts release of the cellular telephone numbers of federal agents from the
FBI and the United States Secret Service could interfere with critical communication and
intelligence sharing and jeopardize the department’s efforts to prevent, detect, investigate and
respond to any reports of terrorism or other related criminal activity. The department also
states portions of the information pertain to the type of intelligence gathered by the
department to prevent and respond to acts of terrorism or related criminal activity. You
indicate this information could be used to identify weaknesses in the department’s
specialized efforts to gather infelligence. Upon review, we conclude some of the information
at issue was collected, assembled, or maintained by or for the department for the purpose of
responding to an act of terrorism or related criminal activity and consists of a list of
telephone numbers of emergency response providers or relates to a tactical plan maintained
by the department. See id. § 418.176(a)(2)-(3). Therefore, the department must withhold the
information we marked under section 552.101 of the Government Code in conjunction with
section 418.176(a) of the Government Code.> However, we find the department has failed
to demonstrate the applicability of section 418.176(a) to the remaining information, and the
department may not withhold it under section 552.101 of the Government Code on that
ground. ’

We understand the department raises section 552.101 of the Government Code in
conjunction with the common-law physical safety exception. For many years, this office
determined section 552.101, in conjunction with the common-law right to privacy, protected
information from disclosure when “special circumstances” exist in which the disclosure of
information would place an individual in imminent danger of physical harm. See Open
Records Decision Nos. 169 (1977) (special circumstances required to protect information
must be more than mere desire for privacy or generalized fear of harassment or
retribution), 123 (1976) (information protected by common-law right of privacy if disclosure
presents tangible physical danger). However, the Texas Supreme Court has held freedom
from physical harm does not fall under the common-law right to privacy. Tex. Dep 't of Pub.
Safety v. Cox Tex. Newspapers, L.P. & Hearst Newspapers, L.L.C., 343 S'W.3d 112, 117
(Tex.2011) (holding “freedom from physical harm is an independent interest protected under
law, untethered to the right of privacy”). Instead, in Cox, the court recognized, for the first
time, a separate common-law physical safety exception to required disclosure that exists
independent of the common-law right to privacy. Id. at 118. Pursuant to this common-law

’As our ruling is dispositive, we need not address your remaining argument against disclosure of the
information at issue.
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physical safety exception, “information may be withheld [from public release] if disclosure
would create a Substantial threat of physical harm.” Id. In applying this new standard, the
court noted “deference must be afforded” law enforcement experts regarding the probability
of harm, but further cautioned, “vague assertions of risk will not carry the day.” Id. at 119.

The department claims the information at issue identifies an officer who works covertly and
release of the identifying information of the officer at issue may jeopardize the officer’s
safety. Based on your representations and our review, we find with the exception of the
information we marked for release, the department must withhold the information you
marked under section 552.101 of the Government Code in conjunction with the common-law
physical safety exception. However, the department has not demonstrated the release of any
of the remaining information you marked would subject anyone to a specific risk of harm.
Accordingly, the department may not withhold any of the remaining information under
section 552.101 of the Government Code in conjunction with the common-law physical
safety exception.

Section 552.108(a)(1) of the Government Code excepts from disclosure “[iJnformation held
by a law enforcement agency or prosecutor that deals with the detection, investigation, or
prosecution of crime . . . if . . . release of the information would interfere with the detection,
investigation, or prosecution of crime{.]” Gov’t Code § 552.108(a)(1). A governmental body
claiming section 552.108(a)(1) must explain how and why the release of the requested
information would interfere with law enforcement. See id. §§ 552.108(a)(1), .301(e)(1)(A);
see also Ex parte Pruitt, 551 S.W.2d 706 (Tex. 1977). You state the information you marked
pertains to an active criminal investigation. You further state the district attorney’s office
objects to disclosure of the information at issue because its release would interfere with the
investigation. Based on your representation, we conclude the release of the information at
issue would interfere with the detection, investigation, or prosecution of crime. See Houston
Chronicle Publ’g Co. v. City of Houston, 531 S.W.2d 177 (Tex. Civ. App.—Houston [14th
Dist.] 1975) (court delineates law enforcement interests that are present in active cases), writ
ref’d n.r.e. per curiam, 536 S.W.2d 559 (Tex. 1976). Thus, the department may withhold
the information you marked under section 552.108(a)(1) of the Government Code on behalf
of the district attorney’s office.* '

Section 552.1175 of the Government Code provides in part:
(a) This section applies only to:

(1) peace officers as defined by Article 2.12, Code of Criminal
Procedure; [and]

*As our ruling is dispositive, we need not address your remaining arguments against disclosure of the
information at issue.
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(7) criminal investigators of the United States as described by Article
2.122(a), Code of Criminal Procedure[.]

(b) Information that relates to the home address, home telephone number,
emergency contact information, date of birth, or social security number of an
individual to whom this section applies, or that reveals whether the individual
has family members is confidential and may not be disclosed to the public
under this chapter if the individual to whom the information relates:

(1) chooses to restrict public access to the information; and

(2) notifies the governmental body of the individual’s choice on a
form provided by the governmental body, accompanied by evidence
of the individual’s status.

Gov’t Code § 552.1175(a)(1), (7), (b). Section 552.1175 is also applicable to personal
cellular telephone numbers, provided the cellular telephone service is not paid for by a
governmental body. See Open Records Decision No. 506 at 5-6 (1988) (section 552.117 not
applicable to cellular telephone numbers paid for by governmental body and intended for
official use). We note some of the remaining information pertains to individuals who may
be subject to section 552.1175(a)(1) or section 552.1175(a)(7). Accordingly, to the extent
the individuals whose information is at issue are subject to section 552.1175(a)(1) or
section 552.1175(a)(7) and they elect to restrict access to their information in accordance
with section 552.1175(b), the department must withhold the information we have marked
under section 552.1175 of the Government Code; however, the cellular telephone numbers
may only be withheld if a governmental body does not pay for the cellular telephone service.
Conversely, to the extent the individuals whose information is at issue are not subject to
section 552.1175(a)(1) or section 552.1175(a)(7) or they do not elect to restrict access to their
information in accordance with section 552.1175(b), the information we have marked may
not be withheld under section 552.1175.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person and (2) not of
legitimate concern to the public. Indus. Found v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. /d. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id at 683. This office has concluded some kinds of medical information are
generally highly intimate or embarrassing. See Open Records Decision No. 455 (1987). This
office has also found personal financial information not relating to a financial transaction
between an individual and a governmental body is generally highly intimate or embarrassing.
See Open Records Decision Nos. 523 (1989) (common-law privacy protects credit reports,
financial statements, and other personal financial information), 373 (1983) (sources of
income not related to financial transaction between individual and governmental body
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protected under common-law privacy). Upon review, we find the information we marked
satisfies the standard articulated by the Texas Supreme Court in Industrial Foundation.
Therefore, the department must withhold the information we marked under section 552.101
of the Government Code in conjunction with common-law privacy. However, we find the
department has failed to demonstrate the remaining information is highly intimate or
embarrassing and of no legitimate public interest. Thus, the department may not withhold
any portion of the remaining information under section 552.101 in conjunction with
common-law privacy.

Section 552.136 of the Government Code provides, “[n]otwithstanding any other provision
of [the Act], a credit card, debit card, charge card, or access device number that is collected,
assembled, or maintained by or for a governmental body is confidential.” Gov’t Code
§ 552.136(b); see id. § 552.136(a) (defining “access device”). Accordingly, the department
must withhold the credit card number you have marked under section 552.136 of the
Government Code.

Section 552.137 excepts from disclosure “an e-mail address of a member of the public that
is provided for the purpose of communicating electronically with a governmental body,”
unless the member of the public consents to its release or the e-mail address is of a type
specifically excluded by subsection (c). Id. § 552.137(a)-(c). Section 552.137 does not apply
to an institutional e-mail address, the general e-mail address of a business, an e-mail address
of a person who has a contractual relationship with a governmental body, an e-mail address
of a vendor who seeks to contract with a governmental body, an e-mail address maintained
by a governmental entity for one of its officials or employees, or an e-mail address provided
to a governmental body on a letterhead. See id § 552.137(c). We are unable to determine
whether the personal e-mail addresses you marked belong to department officials or
employees. Thus, we rule conditionally. To the extent the e-mail addresses you marked are
the personal e-mail addresses of department officials or employees, or to the extent
subsection (c) applies, this information is not subject to section 552.137 and may not be
withheld on that basis. See Austin Bulldog v. Leffingwell, 490 S.W.3d 240 (Tex.
App.—Austin 2016, no pet.) (holding personal e-mail addresses of government officials used
to conduct official government business are not e-mail addresses of “members of the public”
for purposes of Gov’t Code § 552.137(a)). However, to the extent the e-mail addresses you
marked are not the personal e-mail addresses of department officials or employees and
subsection (c¢) does not apply, this information is subject to section 552.137 and must be
withheld under section 552.137, unless the owners of the e-mail addresses affirmatively
consent to their release. :

In summary, the department must withhold the information we marked under
section 552.101 of the Government Code in conjunction with section 418.176(a) of the
Government Code. With the exception of the information we marked for release, the
department must withhold the information you marked under section 552.101 of the
Government Code in conjunction with the common-law physical safety exception. The
department may withhold the information you marked under section 552.108(a)(1) of the
Government Code on behalf of the district attorney’s office. To the extent the individuals
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whose information is at issue are subject to section 552.1175(a)(1) or section 552.1175(a)(7)
and they elect to restrict access to their information in accordance with section 552.1175(b),
the department must withhold the information we have marked under section 552.1175 of
the Government Code; however, the cellular telephone numbers may only be withheld if a
governmental body does not pay for the cellular telephone service. The department must
withhold the information we marked under section 552.101 of the Government Code in
conjunction with common-law privacy. The department must withhold the credit card
number you have marked under section 552.136 of the Government Code. To the extent the
e-mail addresses you marked are not the personal e-mail addresses of department officials
or employees and subsection (¢) does not apply, this information must be withheld under
section 552.137 of the Government Code, unless the owners of the e-mail addresses
affirmatively consent to their release. The department must release the remaining
information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

Meagan J. Conway
Assistant Attorney General
Open Records Division
MJC/akg

Ref: ID# 636927

Enc. Submitted documents

c: Requestor
(w/o enclosures)



