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KEN PAXTON 
o\T fOR:'\EY Gb l'RAI 01· TF.Xi\S 

May 11. 2015 

Ms. Cynthia Tynan 
Attorney and Public Informat ion Coordinator 
The University of Texas System 
Office of General Counsel 
201 West Seventh Street 
Austin. Texas 78701-2902 

Dear Ms. Tynan: 

OR2015-09l02 

You ask whether certain information is subject to required public disclosure under the 
Public lnformation Act (the ··Act'"), chapter 552 of the Government Code. Your request was 
assigned 10# 563102 (OGC No. 160385). 

The University of Texas M.D. Anderson Cancer Center (the '·university' ') received a request 
for informati.on pertaining to a specified university request fo r proposals and the resulting 
contract for specified software. You state the university wi ll release some of the requested 
information. You claim portions of the submitted infonnation are excepted from disclosure 
under section 552. l 39 of the Government Code. You also state release of the submitted 
information may implicate the interests of Epic Systems Corporation ('"Epic'} Accordingly. 
you notified Epic of the request for information and of its right to submit arguments stating 
why its information should not be released. See Gov't Code§ 552.305 (pennittinginterested 
third party to submit to attorney general reasons why requested information should not be 
released): Open Records Decision No. 542 ( 1990) (determining statutory predecessor to 
section 552.305 permits governmental body to rely on interested third pany to raise and 
explain applicability of exception in certain circumstances). We have received comments 
from Epic. We have considered the submitted arguments and reviewed the submitted 
information. 

Epic argues the infonnation it seeks to withhold is confidential pursuant to the contract 
between Epic and the university. However. information is not confidential under the Act 
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simply because the party submitting the infom1ation anticipates or requests that it be kept 
confidential. See Indus. Found. v. Tex. Indus. Accident Bd., 540 S.W.2d 668. 677 
(Tex. 1976). In other words, a governmental body cannot, through an agreement or contract. 
overrule or repeal provisions of the Act. See Attorney General Opinion JM-672 ( 1987); 
Open Records Decision Nos. 541 at 3 (1990) ("(T]he obligations of a governmental body 
under L the predecessor to the Act] cannot be compromised simply by its decision to enter into 
a contract.''), 203 at I (1978) (mere expectation of confidentiality by person supplying 
information does not satisfy requirements of statutory predecessor to section 552.110). 
Consequently, unless the information falls within an exception to disclosure, it must be 
released. notwithstanding any expectations or agreement specitying otherwise. 

Section 552.139 of the Government Code provides. in part, as follows : 

(a) Information is excepted from [required public disclosure] if it is 
infonnation that relates to computer network security, lo restricted 
information under Section 2059.055 [of the Government Code]. or to the 
design, operation. or defense of a computer network. 

(b) The following information is confidential: 

( I ) a computer network vulnerabil ity report; [and] 

(2) any other assessment of the extent to which data processing 
operations, a computer. a computer program. network. system, or 
system interface, or software of a governmental body or of a 
col1'tractor of a governmental body is vulnerable to unauthorized 
access or harm, including an assessment of the extent to which the 
governmental body" s or contractor's electronicaJly stored information 
containing sensitive or critical infom1ation is vulnerable to alteration. 
damage, erasure. or inappropriate use[.] 

Gov't Code§ 552. l 39(a)-(b). Section 2059.055(b) of the Government Code provides the 
following. in pertinent part: 

Network security information is confidential under this section if the 
information is: 

(l) related to passwords. personal identification numbers, access 
codes. encryption. or other components of the security system of a 
state agency: 

(2) collected, assembled. or maintained by or for a governmental 
entity to prevent, detect. or investigate criminal activity: or 
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(3) related to an assessment, made by or for a governmental entity or 
maintained by a govermnental entity, of the vulnerability of a network 
to criminal activity. 

Id.§ 2059.055(b). The university states Epic was the winning bidder in response to a request 
for proposals regarding an electronic health records system. The university asserts the 
information it has marked contains detailed information regarding ··the requirements and 
operation of hardware and software. and security systems in place to ensure protection of 
certain r u]niversity intormation in ihe hands of[Epic ].'. The w1iversity further argues release 
of the information it marked would make the university's data vulnerable to unauthorized 
access or harm. Based on these representations and our review, we find the information the 
university has marked relates to computer network security, and the design, operation, or 
defense of the system·s computer network. Accordingly. the university must withhold the 
information it marked under section 552.l 39(a) of the Government Code. 1 

Epic raises section 552.110 of the Government Code for some of its information. 
Section 552. J l 0 protects (I) trade secrets and (2) commercial or financial information the 
disclosure of which would cause substantial competitive harm to the person from whom the 
information was obtained. See id. § 552.11 O(a)-(b). Section 552.11 O(a) protects trade 
secrets obtained from a person and privileged or confidential by statute or judicial decision. 
Id § 552.11 O(a). The Texas Supreme Court has adopted the definition of trade secret from 
section 757 of the Restatement of Torts, which holds a trade secret to be: 

any formula, pattern. device or compilation of information which is used in 
one's business, and wllicb gives him an oppo11unity to obtain an advantage 
over competitors who do not know or use it. It may be a formula for a 
chemical compound. a process of manufacturing, tJ"eating or preserving 
materials. a pattern for a machine or other device. or a list of customers. It 
differs from other secret infonnation in a business ... in that il is not 
simply information as to single or ephemeral events in the conduct of the 
business .... A trade secret is a process or device for continuous use in the 
operation of the business .... flt may] relate Lo the saJe of goods or to other 
operations in rhe business, such as a code for determining discounts, rebates 
or other concessions in a price list or catalogue, or a list of specialized 
customers. or a method of bookkeeping or other office management. 

RESTATEME T OF TORTS § 757 cmt. b (1939): see t_1lso Hyde Corp. v. Ht(ffines. 314 
S. W.2d 776 (Tex. 1958). In determining whether particular information constitutes a trade 
secret. this office considers the Restatement" s definition of trade secret as well as the 

1 As our ruling is dispositive for this information, we need not address the remaining arguments against 
its disclosure. 
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Restatemenfs lis t of six trade secret factors. 2 RESTATEME TOFTORTS § 757 cmt. b. This 
office must accept a claim that information subject to the Act is excepted as a trade secret 
if a primafacie case for the exception is made and no argw11ent is submitted that rebuts the 
claim as a matter of Jaw. See Open Records Decision No. 552 at 5 ( 1990). However, we 
cannot conclude section 552.11 O(a) is applicable unless it has been shown the information 
meets the definition of a trade secret and the necessary factors have been demonstrated to 
establish a trade secret claim. Open Records Decision No. 402 (1983). We note pricing 
information pertaining to a particular contract is generaJly not a trade secret because it is 
.. simply information as to single or ephemeral events in the conduct of the business:· rather 
than "a process or device for continuous use in the operation of the business." 
RESTATEMENT OF TORTS§ 757 cmt. b; see also Huffines. 3 14 S. W.2d at 776; Open Records 
Decision Nos. 255. 232 (1979), 217 ( 1978). 

Section 552.llO(b) protects ' '[c]ommercial or financial information for which it is 
demonstrated based on specific factual evidence that di sclosure would cause substantial 
competitive harm to the person from whom the info1mation was obtainedr.r Gov'c Code 
§ 552.11 O(b). Th.is exception to disclosure requires a specific factual orevidentiary showing, 
not conclusory or generali zed allegations, that substantial competitive injury would likely 
result from release of the information at issue. Id.: see also Open Records Decision No. 661 
at 5 (1999). 

Upon review, we find Epic bas fai led to establish a prirnafacie case that any portion of the 
remaining infonnation at i.ssue meets the definition of a trade secret. We fu1ther find Epic 
has not demonstrated the necessary factors to establ ish a trnde secret claim for its information 
at issue. See ORD 402. Therefore, none of Epic ·s information may be withheld under 
section 552. l 1 O(a) of the Government Code. 

Fu11her, we find Epic has failed to demonstrate the release of any of the remaining 
information would result in substantial harm to its competitive position. See ORD 661 (for 
infonnation to be withheld under commercial or financial information prong of 
section 552.1 I 0. business must show by specific factual evidence that substanti.a l competitive 

1The Restatement ofTorts lists the following six factors as indicia of whether information constitutes 
a trade secret: 

( I ) the extent to which the infomlation is known outside of (the companyl: 
(2) the extent to which it is known by employees and other involved in [the company's) 
business~ 

(3) the extent of measures taken by l the company J to guard the secrecy of the in formation; 
(4) the value of the information to [the company) and [its] competi1ors; 
(5) the amount of effort or money expended by [the company] in developing the information; 
(6) the ease or difficulty with which the information could be properly acquired or duplicated 
by others. 

RESTATEM ENT OF Torns § 757 cmt. b; see also Open Records Decision Nos. 319 at 2 ( 1982), 306 at 2 

( 1982), 255 at 1 ( 1980). 
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injury would result from release of particular information at issue). Further. we note the 
pricing information of a winning bidder is generally not excepted under section 552.11 O(b ). 
See Open Records Decision No. 514 ( 1988) (public has interest in knowing prices charged 
by government contractors). See generally Oep't of Justice Guide to the Freedom of 
Information Act, 344-345 (2009) (federal cases applying analogous Freedom oflnformation 
Act reasoning that disclosure of prices charged government is a cost of doing business with 
government). Additionally, the terms of a contract with a governmental body are generally 
not excepted from public disclosure. See Gov' t Code§ 552.022(a)(3) (contract involving 
receipt or expenditure of public funds expressly made public). Accordingly, the university 
may not withhold any of Epic·s remaining information under section 552.11 O(b) of the 
Government Code. 

b1 swnmary, the university must wi thhold the information it has marked under 
section 552.139 of the Government Code. The university must release the remaining 
information. 

This letter ruling is limited to the pa11icular information at issue in this request and limited 
to the facts as presented to us: therefore. thjs ruling must not be relied upon as a previous 
determination regardjng any other infonnation or any other circumstances. 

This ruling triggers important deadlines regarding the rights and responsibilities of the 
governmental body and of the requestor. For more information concerning those rights 
and responsibilities, please visit om website at h11p://wwv\ .tcxasallornev!..!.enera l. n.ov/open/ 
o rl rulim! inro.shunl , or call the Office of the Attorney General's Open Government 
Hotline. toll free, at (877) 673-6839. Questions concerning the allowable charges for 
providing public information under t:he Act may be directed to the Office of the Attorney 
General. toll free. at (888) 672-6787. 

Sincerely, 

Britni Fabian 
Assistant Attorney General 
Open Records Division 

BF/cbz 

Ref: 10# 563102 

Enc. Submitted documents 

c: Requester 
(wl o enclosures) 



Ms. Cynthia Tynan- Page 6 

Mr. Michael B. Gerdes 
Epic 
1979 Milk) Wa) 
Verona. Wisconsin 53593 
(v,, o enclosures) 



Filed in The District Court 
of Travis County, Texas 

CAUSE NO. D-1-GN-15-002042 At 

FEB 2 3 2017 SH 
~·39 AM. 

EPIC SYSTEMS CORPORATION, 
Plaintiff, 

v. 

KEN PAXTON, ATTORNEY GENERAL, 
STATE OF TEXAS, and 
UNIVERSITY OF TEXAS M.D. 
ANDERSON CANCER CENTER 

Defendants. 

§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 

Velva L. Price, District Clvrk 
IN THE DISTRICT COURT OF 

126th .JUDICIAL DISTRICT 

TRAVIS COUNTY, TEXAS 

AGREED FINAL JUDGMENT 

This is an open records lawsuit brought under the Public Information Act (PIA), 

Tex. Gov't Code ch. 552, in which Plaintiff Epic Systems Corporation (Epic) challenged 

Attorney General Open Records Letter Ruling OR2015-09102 (the Letter Ruling), issued 

to Defendant University of Texas M.D. Anderson Cancer Center (the University) by 

Defendant Ken Paxton, Attorney General of Texas (the Attorney General). Epic sought 

the withholding of certain information requested from the University under the Public 

Information Act (the PIA). Epic, the Attorney General, and the University (collectively, 

the Parties) have settled all matters in contro\'ersy arising out of this lavvsuit and agree to 

the entry of this Agreed Final Judgment. See Ex. A (Settlement Agreement). 

Texas Government Code section 552.325(d) requires the Court to allow the 

requester of information a reasonable period of time to intervene after recei\'ing notice of 

a proposed settlement in a PIA lawsuit. The Attorney General represents to the Court and 

the Court hereby takes judicial notice that, in compliance \vith Tex. Gov't Code 

§ 552.325(c), the Attorney General sent notice to the requestor on January 30 , 2016, 

pro\riding reasonable notice of this setting. See Ex. B (proof of mailing). The requester 

was informed of the parties' agreement that the Uni\'ersity must withhold portions of the 



requested information, as agreed upon betV'l'een the Parties. The requestor was also 

informed of his right to intervene in the suit to contest the withholding of the information. 

The requestor has neither informed the parties of his intention to inten'ene, nor has a 

plea in intervention been filed. 

After considering the agreement of the parties and the law, the Court is of the 

opinion that entry of this Agreed Final Judgment is appropriate, disposing of all claims 

between the Parties in this suit. 

IT IS THEREFORE ADJUDGED, ORDERED AND DECLARED THAT: 

1. The Parties have agreed that, in accordance with the PIA and under the facts 

presented, those portions of the requested information indicated by a marked copy· of the 

requested information provided by· Epic to the Attorney General are excepted from 

disclosure pursuant to Tex. Gov't Code§ 552.104 (the Excepted Information); 

2. The University must withhold the Excepted Information described in this 

order and release the remaining requested information to the requestor; 

3. All court costs and attorney fees are taxed against the Party· incurring the 

same; 

4. All relief not expressl:y granted is denied; and 

5. This Agreed Final Judgment fully and finally disposes of all claims between 

all Parties in this cause, and is a final judgment. 

SIGNED this -z_ ~ day of _.~{..~~~f_' IA.~4"-=:' '-17'7~. 

JUD 

Agreed Final Judgment 
Cause No. D-1-GN-15-002042 Page 2 of 3 



AGREED: 

ATI'ORNEY FOR EPIC SYSTEMS 
CORPORATION 

Agreed Final Judgment 
Cause No. D-1-GN-15-002042 

MATTHEW R. ENTSMINGER 
State Bar No. 24059723 
Chief, Open Records Litigation 
Administrative Law Division 
P.O. Box 12548, Capitol Station 
Austin, Texas 78711-2548 
Telephone: (512) 475-4151 
Facsimile: (512) 457-4686 
matthew.entsminger@oag.texas.gov 

ATI'ORNEY FOR KEN PAXTON, ATI'ORNEY 
GENERAL, STATE OF TEXAS 

Is! Kyle Wolfe 
KYLE WOLFE 
State Bar No. 24070872 
Assistant Attorney General 
Financial Litigation and Charitable 
Trusts Division 
P .0. Box 12548, Capitol Station 
Austin, Texas 78711-2548 
Telephone: (512) 475-1369 
Facsimile: (512) 477-2348 
kyle.wolfe@oag.texas.gov 

ATTORNEY FOR UNIVERSITY OF TEXAS M.D. 
ANDERSON CANCER CENTER 

Page3of3 



EXHIBIT 

IA 
CAUSE NO. D-1-GN-15-002042 

EPIC SYSTEMS CORPORATION, § 
Plaintiff, § 

§ 
v. § 

§ 
KEN PAXTON, ATTORNEY GENERAL, § 
STATE OF TEXAS, and § 
UNIVERSITY OF TEXAS M.D. § 
ANDERSON CANCER CENTER § 

Defendants. § 

IN THE DISTRICT COURT OF 

126th JUDICIAL DISTRICT 

TRAVIS COUNTY, TEXAS 

SETILEMENT AGREEMENT 

This Settlement Agreement (Agreement) is made by and between Plaintiff Epic 

Systems Corporation (Epic) and Defendants Ken Paxton, Attorney General of Texas (the 

Attorney General), and the University of Texas M.D. Anderson Cancer Center (the 

University) (collectively, Defendants). This Agreement is made on the terms set forth 

below. 

BACKGROUND 

On February· 20, 2015, the University received a request under the Public 

Information Act (the PIA) for a specified response to a request for proposals and a 

specified contract relating to Epic. The University requested an open records ruling from 

the Attorney General pursuant to the PIA, Tex. Gov't Code§ 552.301. The University also 

notified Epic, pursuant to Tex. Gov't Code § 552.305, of Epic's right to submit comments 

to the Attorney General explaining \vhy any portion of the requested information 

pertaining to Epic shottld be \\-ithheld from public disclosure. Epic submitted comments 

to the Attorney General asserting portions of the requested information consisted of trade 

secret and commercial or financial information excepted from disclosure under Tex. Gov't 

Code§ 552.110. The Attorney General issued Open Records Letter Ruling OR2015-09102 



in response to the Uni\'ersity's request. The ruling concluded, in rele\·ant part, that the 

requested information pertaining to Epic was not excepted from required disclosure. 

Epic disputed the ruling and filed a lawsuit, styled Cause No. D-1-GN-15-002042, 

Epic Systems Corporation\'. Ken Paxton, Attorney General, State of Texas, and University 

of Texas M.D. Anderson Cancer Center, In the 126th District Court of Travis County, 

Texas (this lawsuit), to preserve its rights under the PIA. Epic prO\ided notice of this 

lawsuit to the requestor as required by Tex. Gov't Code § 552.325(b). Tex. Gov'! Code 

§ 552.325(c) allows the parties to enter into a settlement under which the information at 

issue in this lav.'suit may· be \vithheld. The parties v.rish to resol\·e this matter without 

further litigation. 

TERMS 

For good and sufficient consideration, the receipt of \\'hich is acknowledged, the 

parties to this Agreement agree and stipulate that: 

1. Epic has demonstrated that release of certain portions of the information at 

issue in this lawsuit would give ad\1antage to a competitor or bidder. These portions of 

the information at isstte are excepted from required public disclosure pursuant to Tex. 

Gov't Code § 552.104. By correspondence dated May 20, 2016, Epic provided the 

Attorney General v.rith a marked copy· of the responsive information, accurately indicating 

by yellow highlighting those portions of the requested information comprising the 

information excepted from disclosure under Tex. Gov't Code§ 552.104 (hereinafter, the 

Excepted Information). The Attorney General and Epic agree the Excepted Information 

shall be withheld by the University pursuant to Tex. Gov't Code § 552.104. The 

information released by the Uni\'ersity to the requestor shall be redacted consistent with 

this copy. 

Settlement Agreement 
Cause No. D-1-GN-15-002042 Page 2 of 6 



2. The University must withhold from the requestor the Excepted Information 

as described in Paragraph 1 of this Agreement and must release the remaining 

information to the req11estor. 

3. Epic, the Attorney General, and the Uni\rersity agree to the entry of an 

agreed final judgment, the form of which has been approved by each party's attorney. The 

agreed final judgment v.ill be presented to the Court for approval, on the uncontested 

docket, with at least 21 days' prior notice to the requester. 

4. The Attorney General agrees to notify the requestor, as required by Tex. 

Gov't Code§ 552.325(c), of the proposed settlement and of his right to intervene in this 

lawsuit, should he contest the withholding of the Excepted Information described in 

Paragraph I of this Agreement. 

5. Should the requester intervene in this lawsuit, a final judgment entered in 

this lawsuit will prevail over this Agreement, to the extent of any conflict. 

6. Each party· to this Agreement v.rill bear its own costs, including attorneys' 

fees relating to this litigation. 

7. The terms of this Agreement are contractual and not mere recitals, and the 

agreements contained herein and the mutual consideration transferred is to compromise 

disputed claims fully, and nothing in this Agreement shall be construed as an admission 

of fault or liability, all fault and liability being expressly denied by all parties to this 

Agreement. 

8. Epic warrants that its undersigned representative is duly authorized to 

execute this Agreement on its behalf and that its representative has read this Agreement 

and fully understands it to be a compromise and settlement and release of all claims the 

parties have against each other arising out of the matters described in this Agreement. 

Settlement Agreement 
Cause No. D-1-GN-15-002042 Page 3 of 6 



9. The Attorney General vvarrants that his undersigned representative is duly 

authorized to execute this Agreement on behalf of the Attorney General and his 

representati\'e has read this Agreement and full~y understands it to be a compromise and 

settlement and release of all claims the parties have against each other arising out of the 

matters described in this Agreement. 

10. The University warrants that its undersigned representative is duly 

authorized to execute this Agreement on behalf of the Uni\'ersity and its representative 

has read this Agreement and fully' understands it to be a compromise and settlement and 

release of all claims the parties hav'e against each other arising out of the matters 

described in this Agreement. 

11. This Agreement shall become effective, and be deemed to ha\'e been 

executed, on the date upon which the last of the undersigned parties signs this Agreement. 

Settlement Agreement 
Cause No. D-1-GN-15-002042 Page 4 of 6 



·; 
By: __ L-"..=-' 
C. ROBERT HEATH 
State Bar No. 09347500 

TION 

Bicl<en;taff I-Jeath Delgado AcostR Ll,P 
3711 S. MoPac E:rpy. 
Building 1, Suite 300 

Austin, Texas 78746 
Telephone: (512) 472-8021 
Facsimile: (512) 320-5638 
bheath@bickerstaff.co1n 

Datcc _l:_·.:..'A.:...1c_-...:J-'7~---

KEN PAXTON, AITORNEY GENERAL, 
ST TEOFTEXAS 

By: ~±:=::I:±===;;; --­
MA 
State Bar No. 24059723 
Chief, Open Records Litigation 
Administrative Law Division 
P.O. Box 12548, Capitol Station 
Austin, Texas 78711-2548 
Telephone: (512) 475-4151 
Facsimile: (512) 457-4686 
matthew.entsminger@oag.texas.gov 

Date: 1-30-17 

UNIVERSI1Y OF TEXAS M.D. 
ANDERSON CANCER CENTER 

By: Isl Kyle Wolfe 
KYLE WOLFE 
State Bar No. 24070872 
Assistant Attorney General 
Financial Litigation and Charitable 
Trusts Division 
P.O. Box 12548, Capitol Station 
Austin, Texas 78711-2548 
Telephone: (512) 475-1369 
Facsimile: (512) 477-2348 
l<yle_ wolf e@oag_ texas. gO\ 

Date J/2612017 

Settlement Agreement 
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By:~~~~ 
STE 
State Bar No. 24 33990 
Vice President and Chief Legal Officer 
The University of Texas M.D. Anderson 
Cancer Center 
Legal Services Unit 1674 
P .0. Box 301407 
Houston, Texas 77230-1407 
Telephone: (713) 745-6633 
Facsimile: (713) 745-6029 
srhaydon@mdanderson.org 

Date:/!ftoC/ 

'' \ ... 
By: , - . 
TAMRAJ. 
State Bar 
Senior 
Managin 

.<--z 

Office of0e~e~raCfil'9'i!Jll:et 
The UniversitY-oTTeXas System 
Administration 
201 West 7th Street. ASH 6 
Austin, Texas 78701-2982 
Telephone: (512) 499-4462 
Facsimile: (512) 499-4523 
tenglish@utsystem.edu 

Dale: JI z·; I Lvl f 

Settlement Agreement 
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