January 29, 2015

Ms. Kerri L. Butcher

Chief Counsel

Capital Metropolitan Transportation Authority
2910 East Fifth Street

Austin, Texas 78702

OR2015-01785
Dear Ms. Butcher:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 551937.

Capital Metropolitan Transportation Authority (the “authority”) received two requests from
different requestors for the responses to a specified Expression of Interest. The first
requestor also sought the safety program plan and system security plan for the authority’s
commuter rail services. You state you have released some information to the first requestor.'
You claim portions of the submitted information are excepted from disclosure under
section 552.101 of the Government Code. You also state the release of portions of the
submitted information may implicate the proprietary interests of Austin Western Railroad
(“AWRR”); Amey Consulting USA, Inc.; Bombardier Mass Transit Corporation; URS
Energy & Construction, Inc.; Herzog Transit Services, Inc.; Central Texas & Pacific Railroad
Services; and First Transit, Inc. Accordingly, you state, and provide documentation showing,
you notified these third parties of the requests for information and of their rights to submit
arguments to this office as to why the submitted information should not be released. See
Gov’t Code § 552.305(d) (permitting interested third party to submit to attorney general
reasons why requested information should not be released); see also Open Records Decision
No. 542 (1990) (determining statutory predecessor to section 552.305 permits governmental
body to rely on interested third party to raise and explain applicability of exceptions to
disclosure under the Act in certain circumstances). We have received comments from
AWRR. We have reviewed the submitted information and the submitted arguments.

'"You inform us Stadler US, Inc. (“Stadler”), which the second requestor represents, does not object
to the release of any of its information. You state you will release Stadler’s information, as well as the
requested safety program plan, to the first requestor.
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Initially, we note an interested third party is allowed ten business days after the date of its
receipt of the governmental body’s notice under section 552.305(d) to submit its reasons, if
any, as to why information relating to that party should be withheld from public disclosure.
See Gov’t Code § 552.305(d)(2)(B). As of the date of this letter, we have only received
comments from AWRR explaining why its information should not be released. Therefore,
we have no basis to conclude any of the other third parties have protected proprietary
interests in the submitted information. See id. § 552.110; Open Records Decision Nos. 661
at 5-6 (1999) (to prevent disclosure of commercial or financial information, party must show
by specific factual evidence, not conclusory or generalized allegations, that release of
requested information would cause that party substantial competitive harm), 552 at 5 (1990)
(party must establish prima facie case that information is trade secret), 542 at 3.
Accordingly, the authority may not withhold any portion of the submitted information on the
basis of any proprietary interests any of the other third parties may have in the information.

We understand AWRR to assert some of its information is confidential because it is subject
to a confidentiality agreement. We note information is not confidential under the Act simply
because the party that submits the information anticipates or requests that it be kept
confidential. See Indus. Found v. Tex. Indus. Accident Bd., 540 S.W.2d 668, 677
(Tex. 1976). In other words, a governmental body cannot overrule or repeal provisions of
the Act through an agreement or contract. See Attorney General Opinion JM-672 (1987);
Open Records Decision Nos. 541 at 3 (1990) (“[T]he obligations of a governmental body
under [the Act] cannot be compromised simply by its decision to enter into a contract.”), 203
at 1 (1978) (mere expectation of confidentiality by person supplying information does not
satisfy requirements of statutory predecessor to section 552.110). Consequently, unless
AWRR’s information falls within an exception to disclosure under the Act, it must be
released, notwithstanding any expectation or agreement to the contrary.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.”
Gov’t Code § 552.101. This exception encompasses information protected by other statutes,
including federal law. On November 25, 2002, the President of the United States signed the
Homeland Security Act (“HSA”). The HSA created the Department of Homeland Security
(“DHS”) and transferred the Transportation Security Administration (“TSA”), anew agency
created in the Department of Transportation (“DOT”) the previous year to oversee the
security of transportation, to DHS. See 6 U.S.C. §§ 111, 203.

In connection with the transfer of TSA to DHS, the HSA also transferred TSA’s authority
concerning sensitive security information (“SSI””) under section 40119 of title 49 of the
United States Code to section 114(r) of title 49 of the United States Code and amended
section 40119 to vest similar SSI authority in the secretary of DOT.?> Section 114(r) of
title 49 states, in pertinent part:

*This ruling does not construe the parallel federal statutes and regulations that apply to DOT.
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(1) In general. — Notwithstanding [the Federal Freedom of Information Act
(the “FOIA™)], the Under Secretary [for Transportation Security, head of
TSA] shall prescribe regulations prohibiting the disclosure of information
obtained or developed in carrying out security under authority of the Aviation
and Transportation Security Act . . . if the Under Secretary decides disclosing
the information would—

(C) be detrimental to the security of transportation.

49 U.S.C. § 114(r)(1)(C). This provision authorizes the Under Secretary to prescribe
regulations that prohibit disclosure of information requested not only under the FOIA, but
also under other disclosure statutes. Cf. Public Citizen, Inc. v. Federal Aviation Admin., 988
F.2d 186, 194 (D.C. Cir. 1993) (former section 40119 authorized Federal Aviation
Administration administrator to prescribe regulations prohibiting disclosure of information
under other statutes as well as under FOIA). Thus, the Under Secretary is authorized by
section 114(r) to prescribe regulations that prohibit disclosure of information requested under
the Act.

Pursuant to the mandate and authority of section 114 of title 49, TSA published regulations
in title 49 of the Code of Federal Regulations that took effect June 17, 2004.
See 69 Fed. Reg. 28066. TSA subsequently published additional regulations regarding the
security of passenger and freight rail services found in title 49 of the Code of Federal
Regulations, which took effect December 26, 2008, with amendments taking effect on
May 20, 2009. See 73 Fed. Reg. 77531; 74 Fed. Reg. 23656. Section 1520.1(a) of these
regulations explains that the regulations govern the “maintenance, safeguarding, and
disclosure of records and information that TSA has determined to be [SSI], as defined in
§ 1520.5.” 49 C.F.R. § 1520.1(a). Section 1520.7 states that the covered persons to which
these regulations apply include, among others, rail transit systems subject to the requirements
of part 1580 and “[e]ach person employed by, contracted to, or acting for a covered
person[.]” Id. § 1520.7(k), (n). We note section 1580 states “Rail transit system or ‘Rail
Fixed Guideway System’ means any light, heavy, or rapid rail system, monorail, inclined
plane, funicular, cable car, trolley, or automated guideway that traditionally does not operate
on track that is part of the general railroad system of transportation.” Id. § 1580.3. Further,
section 1520.7(j) specifies that these regulations apply to “[e]ach person who has access to
SSI, as specified in § 1520.11.” Id. § 1520.7(j). Pursuant to section 1520.11(a), a person has
a need to know SSI “[w]hen the person requires access to specific SSI to carry out
transportation security activities approved, accepted, funded, recommended, or directed by
DHS or DOT.” Id. § 1520.11(a). Section 1520.11(Db) further states that a local government
employee has a need to know SSI “if access to the information is necessary for performance
of the employee’s official duties on behalf or in defense of the interests of
the ... local ... government.” /d. § 1520.11(b)(1). Thus, the regulations in title 49 of the
Code of Federal Regulations apply to the authority.
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As to the release of information by persons other than TSA, section 1520.9(a) of title 49
provides, in part, that a person to which these regulations apply has a duty to protect
information and may disclose SSI “only to covered persons who have a need to know, unless
otherwise authorized in writing by TSA, the Coast Guard, or the Secretary of DOT.”
1d. § 1520.9(a)(2). Section 1520.9(a)(3) of title 49 further provides that those covered by the
regulation must “[r]efer requests by other persons for SSI to TSA or the applicable
component or agency within DOT or DHS.” Id. § 1520.9(a)(3). SSI is defined to include
certain information obtained or developed in the conduct of security activities, the disclosure
of which T'SA has determined would constitute an unwarranted invasion of privacy, reveal
trade secrets or privileged or confidential information obtained from any person, or be
detrimental to the security of transportation. Id. § 1520.5(a). SSI also includes “[s]pecific
details of . . . rail transportation security measures, both operational and technical, whether
applied directly by the Federal government or another person, including . . . [s]ecurity
measures or protocols recommended by the Federal government[,]” and “[a]ny information
not otherwise described . . . that TSA determines is SSI under 49 U.S.C. 114(s) or that the
Secretary of DOT determines is SSI under 49 U.S.C. 40119.” Id. § 1520.5(b)(8)(i), (16).

You state the information you have marked consists of a security plan required by federal
regulation to be created, periodically updated, and submitted to TSA to ensure the safe
operation of the Capital Metropolitan rail transit system. You explain the plan, which you
state consists of SSI, identifies the vulnerabilities of the rail transit system and contains
plans, procedures, and protocols for addressing those vulnerabilities and responding to
incidents and acts of terrorism. You argue railroads are particularly vulnerable to acts of
terrorism, and a compromise of the systems and plans detailed in the plan you have marked
would compromise the safety of the rail system and the public. Based on the statutory and
regulatory scheme described above, your arguments, and our review, we conclude the
decision to release or withhold the information in question is not for this office or the
authority to make, but rather is a decision for the Under Secretary as head of the TSA.
See English v. Gen. Elec. Co., 496 U.S. 72, 79 (1990) (state law is preempted to extent it
actually conflicts with federal law). Thus, the authority may not release the information you
have marked under the Act at this time, but instead must refer that information to the TSA
to make a determination concerning disclosure of that information.’

AWRR claims its information is excepted from disclosure under section 552.110 of the
Government Code, which protects (1) trade secrets, and (2) commercial or financial
information, the disclosure of which would cause substantial competitive harm to the person
from whom the information was obtained. See Gov’t Code § 552.110. Section 552.110(a)
protects trade secrets obtained from a person and privileged or confidential by statute or
judicial decision. /d. § 552.110(a). The Texas Supreme Court has adopted the definition of
trade secret from section 757 of the Restatement of Torts. See Hyde Corp. v. Huffines, 314
S.W.2d 763 (Tex. 1957); see also ORD 552. Section 757 provides that a trade secret is

*Because our ruling is dispositive, we need not address your remaining argument against disclosure
of this information.
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any formula, pattern, device or compilation of information which is used in
one’s business, and which gives him an opportunity to obtain an advantage
over competitors who do not know or use it. It may be a formula for a
chemical compound, a process of manufacturing, treating or preserving
materials, a pattern for a machine or other device, or a list of customers. It
differs from other secret information in a business . . . in that it is not
simply information as to single or ephemeral events in the conduct of the
business . ... A trade secret is a process or device for continuous use in the
operation of the business. . .. [It may] relate to the sale of goods or to other
operations in the business, such as a code for determining discounts, rebates
or other concessions in a price list or catalogue, or a list of specialized
customers, or a method of bookkeeping or other office management.

RESTATEMENT OF TORTS § 757 cmt. b (1939); see also Huffines, 314 S.W.2d at 776. In
determining whether particular information constitutes a trade secret, this office considers
the Restatement’s definition of trade secret as well as the Restatement’s list of six trade
secret factors.* RESTATEMENT OF TORTS § 757 cmt. b. This office must accept a claim that
information subject to the Act is excepted as a trade secret if a prima facie case for the
exception is made and no argument is submitted that rebuts the claim as a matter of law. See
ORD 552 at 5. However, we cannot conclude that section 552.110(a) is applicable unless
it has been shown that the information meets the definition of a trade secret and the necessary
factors have been demonstrated to establish a trade secret claim. See Open Records Decision
No. 402 (1983).

Section 552.110(b) protects “[cJommercial or financial information for which it is
demonstrated based on specific factual evidence that disclosure would cause substantial
competitive harm to the person from whom the information was obtained[.]” Gov’t Code
§ 552.110(b). This exception to disclosure requires a specific factual or evidentiary showing,
not conclusory or generalized allegations, that substantial competitive injury would likely
result from release of the information at issue. Id.; see also ORD 661 at 5-6.

“The Restatement of Torts lists the following six factors as indicia of whether information constitutes
a trade secret:

(1) the extent to which the information is known outside of [the company];

(2) the extent to which it is known by employees and other involved in [the company’s]
business;

(3) the extent of measures taken by [the company] to guard the secrecy of the information;
(4) the value of the information to [the company] and [its] competitors;

(5) the amount of effort or money expended by [the company] in developing the information;
(6) the ease or difficulty with which the information could be properly acquired or duplicated
by others.

RESTATEMENT OF TORTS § 757 cmt. b; see also Open Records Decision Nos. 319 at 2 (1982), 306 at 2
(1982), 255 at 2 (1980).
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AWRR claims its information constitutes trade secrets. However, upon review, we find
AWRR has failed to demonstrate any of its information meets the definition of a trade secret,
nor has it demonstrated the necessary factors to establish a trade secret claim for its
information. See ORDs 402, 319 at 3 (information relating to organization and personnel,
professional references, market studies, qualifications, and pricing are not ordinarily
excepted from disclosure under statutory predecessor to section 552.110). We note
information pertaining to a particular proposal or contract is generally not a trade secret
because it is “simply information as to single or ephemeral events in the conduct of the
business,” rather than “a process or device for continuous use in the operation of the
business.” See RESTATEMENT OF TORTS § 757 cmt. b; Huffines, 314 S.W.2d at 776;
ORDs 319 at 3, 306 at 3. Therefore, none of AWRR’s information may be withheld under
section 552.110(a) of the Government Code.

AWRR also claims its information constitutes commercial or financial information, the
disclosure of which would cause the company substantial competitive harm. However, upon
review, we find AWRR has failed to demonstrate substantial competitive injury to AWRR
would result from the release of any of its information. See Open Records Decisions
Nos. 661,509 at 5 (1988) (because costs, bid specifications, and circumstances would change
for future contracts, assertion that release of bid proposal might give competitor unfair
advantage on future contracts is too speculative), 319 at 3. Therefore, none of AWRR’s
information may be withheld under section 552.110(b) of the Government Code.

AWRR also claims its information is excepted from disclosure under section 552.131 of the
Government Code. Section 552.131 relates to economic development information and
provides, in part:

(a) Information is excepted from [required public disclosure] if the
information relates to economic development negotiations involving a
governmental body and a business prospect that the governmental body seeks
to have locate, stay, or expand in or near the territory of the governmental
body and the information relates to:

(1) atrade secret of the business prospect; or

(2) commercial or financial information for which it is demonstrated
based on specific factual evidence that disclosure would cause
substantial competitive harm to the person from whom the
information was obtained.

(b) Unless and until an agreement is made with the business prospect,
information about a financial or other incentive being offered to the business
prospect by the governmental body or by another person is excepted from
[required public disclosure].
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Gov’t Code § 552.131(a)-(b). Section 552.131(a) protects the proprietary interests of third
parties that have provided information to governmental bodies, not the interests of
governmental bodies themselves. Section 552.131(a) excepts from disclosure only “trade
secret[s] of [a] business prospect” and “commercial or financial information for which it is
demonstrated based on specific factual evidence that disclosure would cause substantial
competitive harm to the person from whom the information was obtained.” Id. § 552.131(a).
This aspect of section 552.131 is co-extensive with section 552.110 of the Government
Code. See id. § 552.110. Because we have already disposed of AWRR’s claims under
section 552.110, the authority may not withhold any of AWRR’s information under
section 552.131(a) of the Government Code. Additionally, we note section 552.131(b) is
designed to protect the interests of governmental bodies, not third parties. As the authority
does not raise section 552.131(b) as an exception to disclosure, we find none of the
remaining information may be withheld under section 552.131(b) of the Government Code.

In summary, the authority may not release the information you have marked under the Act
at this time, but instead must refer that information to the TSA to make a determination
concerning disclosure of that information. The remaining information must be released.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

0%y

Alley Latham

Assistant Attorney General
Open Records Division
AKL/dIs

Ref: ID# 551937

Enc. Submitted documents

c: Requestor
(w/o enclosures)
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Mr. Thomas E. Hayes

Associate General Counsel

Austin Western Railroad

10801-1 North MoPac Expressway, Suite 350
Austin, Texas 78759

(w/o enclosures)

- Mr. Gary Evans
Vice President
Amey Consulting USA, Inc.
100 Congress Avenue
Austin, Texas 78701
(w/o enclosures)

Mr. Hal Lindsey

Bombardier Mass Transit Corporation
101 Gibralter Road, Suite 112
Horsham, Pennsylvania 19044

(w/o enclosures)

Mr. Steven R. Vecerina

URS Energy & Construction
20 Caven Point Avenue
Jersey City, New Jersey 07305
(w/o enclosures)

Mr. C. Scott Perry

Executive Vice President
Herzog Transit Services, Inc.
203 North Britain Road
Irving, Texas 75061

(w/o enclosures)

Mr. Kenneth B. Cotton

Founder/CEO

Central Texas & Pacific Railroad Services
12812 Wooly Bucket Cove

Elgin, Texas 78621

(w/o enclosures)




